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THE FUTURE OF IRANIAN TERROR AND ITS 
THREAT TO THE U.S. HOMELAND 


Thursday, February 11, 2016 

U.S. House of Representatives, 

Committee on Homeland Security, 

Subcommittee on Counterterrorism and Intelligence, 

Washington, DC. 

The subcommittee met, pursuant to call, at 10:00 a.m., in Room 
311, Cannon House Office Building, Hon. Peter T. King [Chairman 
of the subcommittee] presiding. 

Present: Representatives King, Katko, and Higgins. 

Mr. King. Good morning. I thank each of you for being here. 
Sorry I didn’t get a chance to talk to you beforehand, but Mr. Hig- 
gins and I were comparing notes up here and — 2 great minds get 
together 

[Laughter.] 

Mr. King. But there are 3 greater minds down there. But, any- 
way, I want to thank you for being here. The Committee on Home- 
land Security Subcommittee on Counterterrorism and Intelligence 
will come to order. 

The subcommittee is meeting today to hear testimony from 3 dis- 
tinguished experts regarding the future of Iran’s use of terror prox- 
ies and what threat these networks pose to the United States. 

I would like to thank the Ranking Member for his support in 
putting this hearing together and, of course, thank the witnesses 
for being here today. Now I recognize myself for an opening state- 
ment. 

At the outset, I just want to put on the record that I strongly op- 
pose the Iranian nuclear agreement. I believe it is a false deal, 
which gave Iran $100 billion, access to global markets, and greater 
freedom of movement. 

This morning, we have seen even more evidence of Iran’s true 
nature, as they released sensitive, embarrassing photographs of 
U.S. sailors during their illegal detention in Iran. This is the type 
of action you expect from an outlaw nation, not a nation which has 
just entered into an agreement, which has elements of good faith 
in it. To me, it is an indicator of the real thinking behind the lead- 
ers in Iran. 

Since the deal was signed, the administration has basically 
apologized to the regime, improperly altered U.S. law to allow cer- 
tain travelers that have been to Iran and other terror hotspots to 
come to the United States without getting a visa. 

While the White House and State Department have been moving 
forward with the Nuclear Deal, intelligence professionals in and 

( 1 ) 
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out of Government have been consistent that Iran and its proxies 
still pose a significant threat. 

Just the other day, in his testimony before the Senate Intel- 
ligence Committee, Director of National Intelligence James Clap- 
per, acknowledged that Iran is, “The foremost state sponsor of ter- 
rorism and employs the Islamic Revolutionary Guards, Quds Force, 
Hezbollah, and other proxy groups.” Director Clapper added that, 
“Iran and Hezbollah remain a continuing terrorist threat to U.S. 
interests and partners world-wide.” 

Similarly, the most recent State Department Country Report on 
Terrorism noted that, “Iran’s state sponsorship of terrorism world- 
wide remains undiminished.” The National Counterterrorism Cen- 
ter public website notes that Hezbollah, “has established cells 
world- wide.” 

It lists a number of plots across the globe linked to the group, 
including the 2008 plotting by a cell in Baku, Azerbaijan, the late- 
2008 disruption of a cell in Egypt, a disrupted operation in Turkey 
in 2009, and, in early 2011, Israel warned its citizens of several 
Hezbollah plots against Israeli interests in Turkey, Azerbaijan, 
Georgia, and Cyprus. 

In July 2012, Hezbollah exploded a bomb on a bus in Bulgaria. 
Not included on the list are the 1985 hijacking of TWA flight 847 
and murder of the American, Robert Stethem, and the 2 bombings 
linked to Hezbollah in Argentina in the 1990s. 

Let us also remember that Iran has held a number of senior al- 
Qaeda leaders since they fled Afghanistan after the 9/11 attacks. 
Whenever it suits Iran, they release some of these terrorists, in- 
cluding Muhsin al-Fadhli, a senior leader of al-Qaeda-linked 
Khorasan group, who was killed in a drone strike in Syria, and 
Sulaiman Abu Ghaith, who was Osama bin Laden’s son-in-law, 
who is now serving a life sentence in a U.S. prison. 

Given these threats, it is imperative we examine how the admin- 
istration’s Joint Comprehensive Plan of Action will influence Iran 
and its use of terrorist proxies. While the deal is intended to pre- 
vent Iran from developing a nuclear weapon, as DNI Clapper noted 
in his testimony, Iran’s, “military and security services are keen to 
demonstrate that their regional power ambitions have not been al- 
tered by the deal.” 

The deal is far more likely, I believe, to reward Iran, its bad be- 
havior, with billions of dollars and improved international stand- 
ing. While the administration is praising itself for completing this 
agreement, Iran is likely to exploit every opportunity to either 
weaken the few restraints the deal places on them or using their 
new-found wealth to further destabilize the Middle East. 

We must analyze the effect this agreement has on Iran and how 
its proxies will change their behavior. New income from renewed 
foreign investment and access to funds previously seized by the 
West will absolutely be used to support terrorist networks. How 
will these groups invest this money, and does the United States 
face an increased threat as a result? 

No. 2, Tehran will certainly provide additional resources to Shiite 
militias fighting on behalf of the Assad regime in Syria and to the 
Assad government directly. Despite the President’s insistence that 
he wishes to see Assad go, he has negotiated an agreement nearly 
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guaranteed to comfort Assad, by ensuring that his benefactors in 
Iran have the resources they need to support his government. 

Does this deal reduce the likelihood that we will be able to end 
the Syrian civil war and destroy both the Assad regime and the Is- 
lamic State of Iraq and Syria? Will the Shia militias again pose a 
threat to U.S. personnel in the region? 

One of the most obvious concerns is the fact that our major re- 
gional partners, especially Saudi Arabia and Israel, are threatened 
by an Iran no longer burdened by sanctions. How will they respond 
to increased and better-funded Iranian aggression? 

All of these questions are urgent. I have called this hearing today 
to begin to find reliable answers to inform Congress and the next 
administration on how to best prevent Iran and its proxies from 
threatening U.S. interests and the homeland. 

Today, we have witnesses that will provide insight as to what to 
expect in the coming years from Tehran and their allies. I look for- 
ward to hearing from them and thank them for their time. 

[The statement of Chairman King follows:] 

Statement of Chairman Peter T. King 

At the outset, I want to express my strong opposition to the Iranian nuclear 
agreement. It is a false deal that gave Iran $100 billion, access to global markets, 
and greater freedom of movement. 

This morning, we have even more evidence of Iran’s true nature as they released 
sensitive photographs of U.S. sailors during their illegal detention in Iran. 

Since the “deal” was signed, the administration has apologized to the regime and 
improperly altered U.S. law to allow certain travelers that have been to Iran and 
other terror hot spots to come to the United States without getting a visa. 

While the White House and State Department have been moving forward with the 
Nuclear Deal, intelligence professionals in and out of Government have been con- 
sistent that Iran and its proxies still pose a significant threat. 

In his testimony before the Senate Intelligence Committee on Tuesday, Director 
of National Intelligence James Clapper acknowledged that Iran is “the foremost 
state sponsor of terrorism” and employs the Islamic Revolutionary Guard Corps- 
Quds Force (IRGC-QF), Hezbollah, and other proxy ^oups. Director Clapper added 
that, “Iran and Hezbollah remain a continuing terrorist threat to U.S. interests and 
partners world-wide.” 

Similarly, the most recent State Department Country Report on Terrorism noted 
that, “Iran’s state sponsorship of terrorism world-wide remained 
undiminished . . . ”. 

The NCTC’s public website notes that Hezbollah “has established cells world- 
wide,” and lists a number of plots across the globe linked to the group, including 
the 2008 plotting by a cell in Baku, Azerbaijan, the late-2008 disruption of a cell 
in Egypt, a disrupted operation in Turkey in 2009, and in early 2011 Israel warned 
its citizens of several Hezbollah plots against Israeli interests in Turkey, Azerbaijan, 
Georgia, and Cyprus. Also, in July 2012, Hezbollah exploded a bomh on a bus in 
Burgas, Bulgaria. Not included in the list are the 1985 hijacking of TWA flight 847 
and murder of American Robert Stethem, and the 2 bombings linked to Hezbollah 
in Argentina in 1992 and 1994. 

Let us also remember that Iran has held a number of senior al-Qaeda leaders 
since they fled Afghanistan after the September 11 attacks. Whenever it suites Iran 
they release some of these terrorists, including Muhsin al Fahdli, a senior leader 
of al-Qaeda-linked Khorasan group who was killed in a drone strike in Syria, and 
Sulaiman Abu Ghaith, Osama bin Laden’s son-in-law who is now serving a life sen- 
tence in a U.S. prison. 

Given these threats, it is imperative we examine how the administration’s Joint 
Comprehensive Plan of Action (JCPOA) will influence Iran and its use of terrorist 
proxies. While the deal is intended to prevent Iran from developing a nuclear weap- 
on, as DNI Clapper noted in his testimony, Iran’s “military and security services are 
keen to demonstrate that their regional power ambitions have not been altered by 
the JCPOA deal.” The deal is far more likely to reward Iranian bad behavior with 
billions of dollars, improved international standing. 
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While the administration is patting itself on the back for completing the JCPOA, 
Iran is likely to exploit every opportunity to either weaken the few restraints the 
deal places on them or using their new-found wealth to further destabilize the Mid- 
dle East. We must analyze the effect this agreement has on Iran and how its proxies 
will change their behavior. 

New income from renewed foreign investment and access to funds previously 
seized by the West will absolutely be used to support terrorist networks. How will 
these groups invest this money — and does the United States face an increased 
threat as a result? 

Tehran will certainly provide additional resources to Shiite militias fighting on be- 
half of the Assad regime in S3Tia, and to the Assad government directly. Despite 
the President’s insistence that he wishes to see Assad go, he has negotiated an 
agreement nearly guaranteed to comfort Assad by ensuring that his benefactors in 
Tehran have the resources they need to support his government. Does this deal re- 
duce the likelihood that we will be able to end the Syrian civil war and destroy both 
the Assad regime and the Islamic State of Iraq and Syria? And will the Shia mili- 
tias again pose a threat to U.S. personnel in the region? 

One of the most obvious concerns is the fact that our major regional partners, es- 
pecially Saudi Arabia and Israel, are threatened by an Iran no longer burdened by 
sanctions. How will they respond to increased and better-funded Iranian aggression? 

All of these questions are urgent. I have called this hearing today to begin to find 
reliable answers to inform Congress and the next administration on how to best pre- 
vent Iran and its proxies from threatening U.S. interests and the homeland. 

Today, we have witnesses that will provide useful insight on what to expect in 
coming years from Tehran and their allies. I look forward to hearing from them and 
thank them for their time. 

Mr. King. Now I recognize the Ranking Member of the sub- 
committee, the gentleman from New York, Mr. Higgins, for his 
opening statements. 

Mr. Higgins. Thank you, Mr. Chairman. 

Over the past 2 years, negotiations, debates, and intelligence re- 
ports of Iran’s nuclear program have largely overshadowed the re- 
gime’s status as the most dangerous state sponsor of terror in the 
world. 

With nuclear negotiations dominating the discussion, fewer and 
fewer conversations are being had regarding Iran’s creation, fund- 
ing, and continuing support for Hezbollah. As Congress continues 
to move legislation, provide resources, and maintain our vigilance 
over the chaos that has erupted in the Syrian civil war, Iran con- 
tinues to support the Assad regime. 

Iran is continuing to support a regime that has massacred hun- 
dreds of thousands of its own people. While I am aware of the cur- 
rent intelligence reporting assessment that Hezbollah’s North 
American activity may be limited to fundraising, this is not reas- 
suring. 

What is more, this reporting is a warning that we must remain 
vigilant and take the necessary precautions to keep our commu- 
nities safe. We cannot forget that, with Iranian support, Hezbollah 
has conducted numerous attacks against U.S. facilities, persons, 
and interests abroad. 

In 1983, 241 American servicemen were killed when a truck 
bomb destroyed their barracks in Beirut. In 1988, Colonel William 
Higgins, a U.S. Marine involved in a U.N. observer mission in Leb- 
anon, was kidnapped and murdered. 

In 1992 and 1994, bombings of Jewish cultural institutions in Ar- 
gentina, which Iran was directly implicated. In 1996, a car bomb- 
ing in Khobar Towers, the U.S. military residence in Saudi Arabia, 
which killed 19 U.S. servicemen. 
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There is no doubt that Iran’s terrorist ties extend beyond the 
Middle East to the Western Hemisphere, where, in conjunction 
with Hezbollah, it is engaged in fundraising, illicit financing 
schemes, and several devastating terrorist attacks. We cannot af- 
ford to be complacent. These activities constitute a real and con- 
tinuing threat to our National security. 

In 2011, before this very same subcommittee, with many of the 
same members you see here today, we heard expert testimony that 
Hezbollah was active and present in 15 American cities in the 
United States and 4 cities in Canada, including Toronto, which is 
90 miles from my district. 

Today, there will be a lot of discussion of the Joint Comprehen- 
sive Plan of Action, otherwise known as the Iran Nuclear Agree- 
ment. As we engage today, I hope that we can have a serious dia- 
logue about the dangers of Iran using an improved economy to fund 
its terrorist proxies across the world, and the United States’ role 
in preventing these dangerous actions. 

I think we can all agree that issue is both complicated and deli- 
cate, and there were trade-offs that we had to make. Ultimately, 
I believe the agreement provided the United States with an oppor- 
tunity to halt Iran’s nuclear weapons program, and, thereby, pre- 
vent a nuclear arms race, which would have overtaken the Middle 
East. 

The nuclear agreement provides the best viable option we have 
to block Iran’s pathway to a nuclear bomb. It is imperative that we 
continue to check Iranian influence around the globe and thwart 
future attacks. I look forward to a robust discussion with our wit- 
nesses today. 

We especially want to thank our witness, Mr. Saab. He and his 
wife welcomed their first child this week. 

Thank you for appearing before us today and congratulations. 

With that, I will yield back. 

[The statement of Ranking Member Higgins follows:] 

Statement of Ranking Member Brian Higgins 

Over the past 2 years negotiations, debates, and intelligence reports over Iran’s 
nuclear program have largely overshadowed the regime’s status as the most dan- 
gerous state sponsor of terror in the world. With nuclear negotiations dominating 
the discussion, fewer and fewer conversations are being had regarding Iranian’s cre- 
ation, funding, and continuing support for Hezbollah. 

As Congress continues to move legislation, provide resources, and maintain our 
vigilance over the chaos that has erupted in Syria’s civil war, Iran continues to sup- 
port the Assad regime. Iran is continuing to support a regime that has massacred 
hundreds of thousands of its own people. While I am aware of the current intel- 
ligence reporting and assessments that Hezbollah may only be fundraising in North 
America, it is not reassuring. 

What’s more, this reporting is a warning that we must remain vigilant and take 
the necessary precautions to keep our communities safe. We cannot forget that with 
Iranian support, Hezbollah has conducted numerous attacks against U.S. facilities, 
persons, and interests abroad: 

• In 1983, 241 American servicemen were killed when a truck bomb destroyed 
their barracks in Beirut. 

• In 1988, Colonel William Higgins, a U.S. Marine involved in a U.N. observer 
mission in Lebanon was kidnapped and murdered. 

• The 1992 and 1994 bombings of Jewish cultural institutions in Argentina, in 
which Iran was directly implicated. 

• The 1996 truck bombing of Khobar Towers, a U.S. military residence in Saudi 
Arabia, which killed 19 U.S. servicemen. 
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There is no doubt that Iran’s terrorist ties extend beyond the Middle East, to the 
Western Hemisphere, where in conjunction with Hezbollah, it has engaged in fund- 
raising, illicit financing schemes, and several devastating terrorist attacks. We can- 
not afford to become complacent. These activities constitute a real and continuing 
threat to our National security. 

In 2011, before this very same subcommittee with many of the same Members you 
see here today, we heard expert testimony that Hezbollah was active and present 
in 15 cities in the United States and 4 cities in Canada, including Toronto, which 
is 90 miles from my district. Today, there will be a lot of discussion of the Joint 
Comprehensive Plan of Action (JCPOA), the Iran Nuclear Agreement. 

As we engage today, I hope that we can have a serious dialogue about the dangers 
of Iran using an improved economy to fund its terrorist proxies across the world and 
the United States’ role at preventing these dangerous actions. I think we can all 
agree that this issue is both complicated and delicate and there were trade-offs that 
we had to make. 

Ultimately, I believe the agreement provided the United States with an oppor- 
tunity to halt Iran’s nuclear weapons program and thereby prevents a nuclear arms 
race, which would have overtaken the Middle East. The Nuclear Agreement pro- 
vides the best, verifiable option we have to block Iran’s pathway to a nuclear bomb. 

It is imperative that we continue to check Iranian influence around the globe, and 
thwart future attacks. 

Mr. King. Well, I can’t top that. Congratulations, Mr. Saab. 
Thank you. 

Mr. Saab. Thank you, very much. 

Mr. King. You are still coming here. Wow, okay. 

Other Members of the subcommittee are reminded that opening 
statements may be submitted for the record. 

[The statement of Ranking Member Thompson follows:] 

Statement of Ranking Member Bennie G. Thompson 

Iran poses one of the most complex foreign policy and National security challenges 
of the modern era. In 1984, the U.S. State Department listed Iran as a state sponsor 
of terrorism. According to the State Department, Iran provides funding, weapons, 
training, and sanctuary to numerous terrorist groups, most notably in Iraq, Afghani- 
stan, and Lebanon, constituting a security concern to both the domestic and the 
international community. 

According to experts, Hezbollah essentially still serves as a proxy military force 
for Iran. Hezbollah receives financial and material support from Iran and Syria, and 
its armed forces possess significant military and unconventional warfare capabilities 
that rival and in some cases exceed those of surrounding countries’ armed forces 
and police. In addition to discussing Hezbollah today, I expect a comprehensive de- 
bate of the Joint Comprehensive Plan of Action, informally known as the Iran Nu- 
clear Deal. 

After thorough consideration, I supported the Iran Nuclear Deal. I recognize that 
like all multifaceted and varied agreements, there are drawbacks to the Iran Nu- 
clear Deal. However, as I stated in September and continue to believe today, the 
deal will improve the security of our country and our allies and will curtail Iran’s 
nuclear program. As a protective measure, some U.S. sanctions will remain in place 
under the deal. 

The Nuclear Deal does not require the United States to suspend sanctions on 
Iran’s support for terrorism, its human rights abuses, nor world-wide arms and 
WMD-related technology to Iran. Most importantly, the deal does not require the 
United States to remove or to reconsider Iran’s designation as a state sponsor of 
terrorism, and all sanctions triggered by that designation will remain in place. 

These provisions and the United States’ refusal to negotiate them are proof that 
this remains a National security issue of utmost importance. Mistrust and tension 
between the governments of the United States and Iran has existed for decades and 
there have been periods of alliance and periods of contention. With the signing of 
the Iran Nuclear Deal, an examination of a way forward with Iran makes sense and 
is timely. 

However, we should not submit to scare tactics or political grandstanding. In- 
stead, we should ensure that this discussion is fact-based and accurate given our 
threat intelligence, not speculation, and focused on sensible solutions. 
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Mr. King. We are pleased to have a distinguished panel of wit- 
nesses before us today on this vital topic. 

The first witness will he Mr. Tzvi Kahn, who is a senior policy 
analyst for the Foreign Policy Initiative, where he has written ex- 
tensively on Iran and their foreign and security policy. He pre- 
viously served as the assistant director for policy and government 
affairs at AIPAC. 

He holds a master’s degree in Middle East Studies from the 
George Washington University’s Elliott School of International Af- 
fairs and earned his bachelor’s degree in English and in Classical 
Languages from Yeshiva University. 

Mr. Kahn. 

STATEMENT OF TZVI KAHN, SENIOR POLICY ANALYST, 
FOREIGN POLICY INITIATIVE 

Mr. Kahn. Chairman King, Ranking Member Higgins, and dis- 
tinguished Members of the subcommittee, thank you for the oppor- 
tunity to testify this morning. In the post-Nuclear Deal era, Iran’s 
long-standing objectives in the Middle East remain unchanged, re- 
gional hegemony and the contraction of U.S. forces and influence. 

In fact, the Nuclear Deal makes these goals more achievable, 
since it provides Iran with billions of dollars in sanctions relief, 
which it will inevitably use to expand its global terror operations. 
President Obama has rightly stated that the United States can and 
must continue to fight Tehran’s support for terrorism after the 
deal. 

Such an effort, he said, would, in fact, be easier, now that the 
nuclear file has been closed. At the same time, he has also argued 
that the deal could ultimately lead to a broader rapprochement 
with Iran and strengthen moderate forces within the country. 

Unfortunately, it has not turned out that way. In the 7 months 
since the deal, Tehran has continued and, in many respects, in- 
creased its regional aggression, its domestic repression, its viola- 
tions of international laws and norms, and its open defiance of the 
United States and its allies. 

In response, the administration has remained largely passive. 
The list of Iranian provocations is long and grim, but I will high- 
light just a few. In collaboration with Moscow, Tehran has in- 
creased its support for the bloody Assad regime. It backs the Leba- 
nese terrorist group Hezbollah and Houthi. 

It aids Shiite militias in Iraq that have killed more than 500 U.S. 
soldiers and that likely were responsible for kidnapping three 
Americans last month. It has tested ballistic missiles in violation 
of the U.N. Security Council resolutions. 

It has test-fired rockets in dangerous proximity to a U.S. aircraft 
carrier. It has waged cyber attacks against the United States. It 
has captured U.S. soldiers and broadcast their surrender in an ef- 
fort to humiliate America. 

It has used U.S. prisoners as bargaining chips to secure the re- 
lease of Iranian sanctions violators. It has carried out what the 
International Campaign for Human Rights in Iran calls the largest 
crackdown on human rights since the 2009 Green Revolution. 

Why would Iran behave this way so soon after signing a land- 
mark nuclear agreement with the international community? The 
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reasons, I think, are both tactical and ideological. First, the deal 
has offered Iran a tactical opportunity to leverage it as a coercive 
mechanism in its dealings with Washington. 

Recognizing that the preservation of the deal is the Obama ad- 
ministration’s top foreign policy priority, Tehran has repeatedly 
threatened to walk away from it, if Washington punishes the re- 
gime for any kind of misbehavior. 

In so doing, Tehran has deterred meaningful consequences for its 
actions. This ploy has proven quite successful. It has enabled Iran 
to set the terms of its relationship with America and to advance 
its extremist agenda with relative impunity. 

Second, as multiple statements from Iran’s Supreme Leader, 
Ayatollah Ali Khamenei, indicate, Tehran fears that the Nuclear 
Deal is in some way a ruse, aimed at advancing the Western effort 
to infiltrate its body politic, subvert its radical Islamist ideology, 
and ultimately overthrow the regime. 

To be sure, Tehran’s fears of Western infiltration date back to 
the Islamic Republic’s founding in 1979 and are a key part of its 
conspiratorial world view, regardless of the reality. 

But this time, its anxieties have an element of truth. After all. 
President Obama has repeatedly stated that a Nuclear Deal could 
help alter the fundamental nature of U.S. -Iranian relations. 

For this reason, Iran has increased its aggression, in order to 
convey a simple message. In the post-Nuclear Deal era, Tehran’s 
hostility towards the West will endure. There will be no rapproche- 
ment. 

As the regime has repeatedly stated, the deal was purely trans- 
actional and had only one purpose: Sanctions relief. Thus, as a 
practical matter, the deal has not moderated Iran, but, in fact, has 
exacerbated its dangerous behavior. 

What should the United States do? I believe that we need to 
make a fundamental paradigm shift in our relationship with Iran 
and adopt a comprehensive strategy, rooted in the premise that our 
policy on the Nuclear Deal and our policy on Iran’s support for ter- 
rorism are inextricably linked. 

How can the United States achieve this? By reestablishing deter- 
rents and forcing Tehran to reassess the cost-benefit analysis of its 
behavior; by imposing meaningful new sanctions on Iran’s Islamic 
Revolutionary Guard Corps, which spearheads Iran’s regional ag- 
gression and domestic repression; by openly siding with our Gulf 
allies against Iran, in order to reduce its regional presence and in- 
fluence; by treating Iran as part of the region’s problems, especially 
Syria’s Civil War, not as part of the solution. 

In short, we need to reverse the current dynamic, so that it is 
Iran, not the United States, that fears the consequences of delib- 
erate provocations. This process will not be easy, but if the United 
States continues its current path, I fear that Iranian aggression 
will likely continue to increase, further endangering our allies, our 
interests, and our National security. 

Thank you, again, for the opportunity to testify today, and I look 
forward to your questions. 

[The prepared statement of Mr. Kahn follows:] 
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Prepared Statement of Tzvi Kahn 
February 11, 2016 

Chairman King, Ranking Member Higgins, and distinguished Members of the 
subcommittee, thank you for the opportunity to testify before you this morning 
about the Iranian threat. 

In this testimony, I analyze the impact of the July 2015 nuclear agreement, for- 
mally known as the Joint Comprehensive Plan of Action (JCPOA), on Iran’s stra- 
tegic decision making, regional and domestic ambitions, and policy toward the 
United States. I specifically attempt to explain why this agreement has failed to 
spur a rapprochement in U.S. -Iranian relations and instead exacerbated Tehran’s 
hostility. 

The JCPOA has not changed Iran’s long-time objectives in the Middle East: Re- 
gional hegemony, the contraction of U.S. forces and influence, and the subjugation 
of Sunni Islamic states beneath a dominant Shiite crescent. The Nuclear Deal in 
fact makes these ends more achievable, since it provides Iran with billions of dollars 
in sanctions relief. Despite this opportunity, the leadership in Tehran fears that the 
JCPOA constitutes a ruse to infiltrate its body politic and moderate its radical 
Islamist ideology. As a result, Iran has increased its aggression against the United 
States and its allies in order to demonstrate that the Nuclear Deal will not alter 
its commitment to its vision of the Islamic Revolution. 

As Tehran takes more destructive measures to demonstrate its Islamist bona 
fides, the JCPOA has also provided the Iranian regime with an opportunity to lever- 
age the agreement as a bargaining chip in its dealings with Washington. Recog- 
nizing that the JCPOA’s preservation amounts to the Obama administration’s fore- 
most foreign policy priority, Tehran has repeatedly threatened to withdraw from the 
deal in order to deter the United States from imposing any meaningful con- 
sequences for its aggression. This ploy has enabled the Islamist regime to set the 
terms of its relationship with America and advance its extremist agenda with rel- 
ative impunity. 

To reverse this dynamic, the United States must adopt a paradigm shift that 
treats Iran’s nuclear program and non-nuclear aggression as interrelated problems 
that require a comprehensive strategy. It must seek to raise the costs of Tehran’s 
belligerence by imposing meaningful penalties for any type of Iranian misbehavior — 
nuclear or non-nuclear. It should make clear not only that it does not consider Iran 
part of the solution to the region’s problems, particularly Syria’s civil war, but also 
that it actively opposes its rise as a regional power. The past 7 months of Iranian 
provocations already provide ample warning of Tehran’s malign plans in the post- 
Nuclear Deal era. Now America must act to stop them. 

AMERICA’S hope, IRAN’S SUSPICION 

Over the past 2 years, the Obama administration has repeatedly portrayed a nu- 
clear agreement as a means to achieve a broader U.S. -Iranian rapprochement that 
could spur Tehran’s rise as a moderate regional power committed to peaceful coex- 
istence with its Sunni neighbors. 

In January 2014, President Obama suggested that a Nuclear Deal, in conjunction 
with other steps to stem Iran’s extremist policies, could facilitate a new “equilibrium 
developing between Sunni, or predominantly Sunni, Gulf states and Iran in which 
there’s competition, perhaps suspicion, but not an active or proxy warfare. ’’^ In 
March 2014, he advised America’s Sunni Gulf allies to prepare for a new era in 
which the United States no longer favors the “existing order and the existing align- 
ments” in the region, and has ceased to be “an implacable foe of Iran.”^ 

“They’ve got a chance to get right with the world,” said President Obama in De- 
cember 2014, adding that Iran could become “a very successful regional power that 
was also abiding by international norms and international rules, and that would be 
good for everybody.”® A nuclear agreement, he claimed in April 2015, may initiate 
a process that leads to a new “equilibrium in the region, and Sunni and Shia, Saudi 
and Iran start saying, ‘Maybe we should lower tensions and focus on the extremists 


1 David Remnick, “Going the Distance,” The New Yorker, January 27, 2014, http:! I 
www.newyorker.CQm I magazine 1 2014 j 01 127 j going-the-distance-david-remnick. 

2 Jeffrey Goldberg, “Obama to Israel — Time Is Running Out,” Bloomberg, March 2, 2014, 
http:! i www.hloombergview.com j articles j 2014-03-02 i ohama-to-israeTtime-is-running-out. 

^Interview with Steve Inskeep, NPR, December 29, 2014, http: ! j www.npr.org ! 2014 ! 12 ! 29 ! 
372485968 i transcript-president-obamas-fulTnpr-interview . 
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like [ISIS] that would burn down this entire region if they could.’”"*^ Moreover, he 
said that month, it may even “strengthen the hand of those more moderate forces 
inside of Iran.”® 

After Iran and the P5+1 finalized the JCPOA on July 14, 2015, the White House 
continued to press this line of argument. “They have the ability now to take some 
decisive steps to move toward a more constructive relationship with the world com- 
munity,” President Obama said that day. “And the truth of the matter,” he added, 
“is that Iran will be and should be a regional power.”® In August 2015, he cited Syr- 
ia’s civil war as a potential arena for cooperation, arguing that the deal held out 
the “the possibility that, having begun conversations around this narrow issue, that 
you start getting some broader discussions about Syria, for example.”^ On January 
17, 2016, the JCPOA’s Implementation Day, President Obama said the deal pre- 
sented “the opportunity at least for Iran to work more cooperatively with nations 
around the world to advance their interests and the interests of people who are 
looking for peace and security for their families.”® 

For the Islamist regime, however, the negotiations constituted both an oppor- 
tunity and a threat. On the one hand, it offered the prospect of long-sought sanc- 
tions relief that would restore Iran’s ailing economy. On the other hand, as Presi- 
dent Obama’s own rhetoric seemed to indicate, an agreement could serve as a ruse 
to reorient Tehran’s regional agenda and even temper its radical Islamist character, 
which Iran’s supreme leader. Ayatollah Ali Khamenei, regards as the essence of the 
regime. Having achieved the former, Khamenei now aims to prevent the latter. 

Tehran’s fears of such U.S. ambitions long predate the international community’s 
concern over Iran’s nuclear program. At its root, Tehran’s ideology, a product of the 
1979 Islamic Revolution, views Shiite Iran as the vanguard of authentic Islam in 
a region corrupted by Western influence and values. Ayatollah Ruhollah Khomeini, 
the Islamic Republic’s founding father and first supreme leader, argued that Amer- 
ica poses not only a physical threat but also a spiritual threat: It seeks to destroy 
Islam and transform the Middle East into a secular, godless region marked by vio- 
lence, greed, and promiscuity. In this conspiratorial worldview, both Israel and the 
Sunni Arab states are agents of the United States, which secretly guides and ma- 
nipulates their actions as part of a nefarious plot to overthrow the Iranian regime. 
In this context, stated Khomeini, America’s defeat constitutes not only a political 
goal, but also a religious imperative.® 

These core principles of Iran’s ideology remain unchanged, and lie at the heart 
of the Khamenei regime’s identity. Waging war against the United States “is one 
of the principles of the [Islamic] Revolution,” Khamenei said on August 4. “If fight- 
ing against arrogance does not take place, it means that we are not followers of the 
Holy Quran at all.”'^® “The Revolution,” he said on September 16, “is a permanent 
process, not a temporary one.’’^^ America, he said on October 7, “is a transgressor 
by nature. It is in the nature of world-devouring powers to transgress, to advance, 
to occupy and to dig-in their claws. On August 17, he asserted that the United 
States “is the epitome of global arrogance” and “knows nothing about human moral- 
ity and it is not ashamed of committing any crime — of any nature. On November 
3, he asserted — citing a statement by Ayatollah Khomeini — that America “was be- 


'^Thomas L. Friedman, “Iran and the Obama Doctrine,” The New York Times, April 5, 2015, 
http: / / www.nytimes. com / 2015 ! 04 / 06! opinion / thomas-friedman-the-ohama-doctrine-and-iran- 
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TRJmSCRIPTS 11508/ 09 Ifzgps. Ol.html. 

® “Statement by the President on Iran,” The White House, January 17, 2016, https:/ / 
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hind all problems” and lies at “the root of all evil things.” “If they could destroy the 
Islamic Republic,” Khamenei added, “they will not hesitate even for a moment.”^^ 

Similarly, he claimed on July 18, “the enemy planted the Zionist regime in the 
region so that they can create discord and busy regional countries with them- 
selves.”^® On August 22, in an apparent reference to Sunni Arab nations opposed 
to Iran, he argued that the “enemies sometimes use certain Islamic countries to say 
and do what they want.” These states, he continued, “have been deceived and used 
as a tool.”^® According to a November 4 statement on Khamenei’s website, “Al- 
Qaeda, Al-Nusrah Front, FSA (Free Syrian Army), ISIS (Islamic State in Iraq and 
Syria) and many other names should not be confusing; they are all Western-backed 
mercenaries fighting proxy wars.”^'^ For Khamenei, the United States was even be- 
hind the November 2015 terror attacks in Paris that claimed 130 lives. 

Iran’s ideology remains crucial to understanding Tehran’s behavior in the post- 
Nuclear Deal era: Khameni fears that the Nuclear Deal, despite the opportunity it 
presents for economic recovery, represents yet another underhanded IJ.S. attempt 
to undermine the Islamic Revolution. 

On October 7, he identified two types of negotiations: The modern type, which 
“means giving something and receiving something else in return,” and the American 
type, which “means penetration.”^® “They pursue something called ‘negotiations,’” 
he explained on September 9, “but negotiations are just an excuse and a tool for 
penetration. Negotiations are an instrument for imposing their demands. ”2® On Oc- 
tober 21, he contended that America entered the nuclear negotiations “not with the 
intention of resolving matters justly, but rather it was for the pursuit of their hos- 
tile goals against the Islamic Republic.”®^ The United States, he noted on September 
3, says the Nuclear Deal has provided it “with certain opportunities both inside Iran 
and in the region.” However, he continued, “if they get close to these opportunities, 
this will be a starting point for nations and countries to become humiliated and 
backward and to experience various sufferings.”®^ 

To prevent such an outcome, Khamenei insisted during the talks that Iranian ne- 
gotiators must focus exclusively on exchanging nuclear concessions for sanctions re- 
lief — that is, the “modern” type of negotiations — and would not prefigure any change 
in U.S. -Iranian relations, which could serve as an avenue for Western infiltration. 
Iran’s sole “purpose of entering into the nuclear negotiations is to lift sanctions,” he 
said on June 23, just 3 weeks before the JCPOA’s finalization.®® And by this stand- 
ard, he declared after the deal, Tehran succeeded. “They wanted to use [the nuclear 
deal] as a means to exert influence in our country,” he said on August 17, “but we 
blocked their path and we will definitely block tbeir path in the future as well.”®’' 
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On September 9, he again asserted triumphantly that Tehran “did not allow [nego- 
tiators] to negotiate with America on other matters.”^® 

Thus, according to the supreme leader, the Nuclear Deal marked not a precursor 
to further cooperation, but an “exceptional” case — as Khamenei put it on July 18 — 
of U.S. -Iranian diplomacy that served only to advance Tehran’s narrowly-defined 
economic goals. “Our policy towards the arrogant government of America will not 
change in any way despite these negotiations and the document that has heen pre- 
pared,” he stressed that day. “As we have said many times, we have no negotiations 
with America on different global and regional issues . . . The American policies in 
the region are 180 degrees the opposite of the policies of the Islamic Republic.”^® 
At the same time, however, Khamenei recognized that the Ohama administra- 
tion’s intense yearning for an agreement also presented Iran with an invaluable 
strategic opportunity: By repeatedly threatening to withdraw from the agreement if 
the United States attempted to punish the regime for its support of terrorism, 
Tehran could use the JCPOA as a coercive mechanism to deter meaningful con- 
sequences for its misbehavior, hoth with respect to the nuclear file and with respect 
to the broader region. Ironically, the JCPOA could actually facilitate Iran’s regional 
aggression rather than spur the regime to discontinue it for the sake of a U.S. rap- 
prochement. 


SEVEN MONTHS OF PROVOCATIONS 

The diplomatic relationship between the United States and Iran in the post-Nu- 
clear Deal era reflects the asymmetry of the Nuclear Deal itself. In its eagerness 
to reach an agreement, the United States abdicated virtually every red line it had 
publicly articulated during the negotiations — from dismantling Iran’s nuclear infra- 
structure and ensuring anytime-anywhere inspections to linking sanctions relief 
with sustained compliance. Today, in its eagerness to preserve the agreement, the 
administration has failed to offer a meaningful challenge to Iran’s regional aggres- 
sion, domestic repression, violations of international laws and norms, and other acts 
of defiance against the United States and its interests. 

This imbalance has created a dynamic that allows Tehran to set the terms of 
U.S. -Iran diplomacy. Whereas the White House has exerted great pains to avoid al- 
most any step that Tehran may perceive as hostile, the Islamist regime has felt free 
to refrain from exercising any reciprocal discretion. In so doing, it has ruthlessly ex- 
ploited Washington’s desperation to safeguard the JCPOA. 

Regional Aggression 

Since July 2015, Iran, in conjunction with Russia, has strengthened its military 
support for Damascus, thereby prolonging and exacerbating Syria’s bloody civil war. 
For Tehran, the preservation of the Assad regime, its foremost regional client, con- 
stitutes its single greatest regional priority. A pro-Iran regime in Syria gives Tehran 
a foothold in the Levant and provides a pathway for military and financial support 
of its Lebanese proxy, the terrorist group Hezbollah, which has also benefited from 
increased Iranian largesse since the JCPOA.^® According to Staffan de Mistura, the 
U.N. special envoy for Syria, Iran spends $6 billion annually to prop up Assad’s re- 
gime.2® 

On July 18, Supreme Leader Khamenei explicitly affirmed that the deal would 
not affect Iran’s support for Damascus. “In Syria,” he said, “the policy of arrogance 
is to overthrow — at any price — the government that is known for its resistance 
against Zionism, but our policy is against theirs.”®® In the coming months, fearing 
that any dispute with Tehran would prompt it to abandon the JCPOA, the Obama 
administration reversed its earlier position that Assad must leave power as part of 
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a negotiated resolution, effectively putting Washington on the same page as 
Tehran.31 

At the same time, Iran has also continued to support its other proxies and foment 
violence throughout the Middle East. In Iraq, Shiite militias remain the bene- 
ficiaries of robust Iranian military and economic aid, and likely were responsible for 
kidnapping 3 Americans in Baghdad last month.^^ Afghanistan, Iran has re- 
cruited thousands of Afghans, some by force, to fight in Syria, Human Rights Watch 
stated in January,^^ while General John Campbell, commander of U.S. forces in Af- 
ghanistan, said in October 2015 that he has received reports of Iranian money and 
arms flowing to the Taliban.^^ 

In Bahrain, the government arrested 47 members of an Iran-backed terror cell 
that it accused of planning attacks in the country, while in late September 2015, 
the Gulf island state withdrew its ambassador from Iran after the discovery of a 
large bomb-making factory linked to Tehran’s Islamic Revolutionary Guard Corps 
(IRGC).®'^ In Yemen, Iran continues to train and equip the Houthis. In September 
2015, Saudi Arabia intercepted an Iranian ship in the Arabian Sea carrjdng missile 
launchers, anti-tank shells and missiles destined for the Tehran-backed rebels.®'^ 

Nuclear and Ballistic Missile Defiance 

Since the JCPOA’s finalization, Tehran has openly defied the United States and 
international community on key disclosure provisions related to inspections of Iran’s 
nuclear program. Under the agreement, Iran committed to resolving the inter- 
national community’s outstanding concerns about the possible military dimensions 
(PMD) of its nuclear program. Instead, it stonewalled the International Atomic En- 
ergy Agency’s (IAEA) investigation, providing misleading or incomplete responses to 
the U.N. watchdog’s questions. The agency ultimately concluded that Iran con- 
cealed, and continues to conceal, efforts to weaponize nuclear material, and engaged 
in weapons-related work as recently as 2009.^® Nevertheless, the United States 
voted in favor of an IAEA Board of Governors resolution that closed the PMD file,®® 
paving the way for the JCPOA’s implementation and directly contradicting the 
Obama administration’s earlier pledge to seek full PMD disclosure as part of a final 
deal.''® 

Similarly, Iran has stated that it will refuse to allow inspectors to enter any mili- 
tary sites,'" effectively repudiating President Obama’s claim that the JCPOA allows 
the IAEA “to access any suspicious location.”''® With the consent of the United 
States, Tehran also reached a confidential side deal with the IAEA that permits it 
to self-inspect the Parchin military complex, making a further mockery of the 
verification regime.''® Olli Heinonen, former deputy director general and head of 
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safeguards at the IAEA, stated that the procedures at Parchin “departed signifi- 
cantly from well-estahlished and proven safeguards practices.” Moreover, he said, 
the P5+l’s failure to object to Iran’s clean-up efforts at the site after the IAEA had 
requested access effectively “acquiesces to Iran’s violations of the spirit, if not the 
letter, of international inspections standards.”'*’^ 

In October and November, Iran conducted two ballistic missile tests, directly vio- 
lating a U.N. Security Council resolution that prohibits such actions."*® On January 
17, the United States belatedly announced new designations of an illicit procure- 
ment network supporting Iran’s ballistic missile programs,"*® a move it had pre- 
viously postponed reportedly in order to facilitate a prisoner swap between the two 
nations (see next section).*'^ Nevertheless, in light of the billions of dollars in sanc- 
tions relief Iran received as part of Implementation Day, the new sanctions amount- 
ed to pinpricks, prompting an unrepentant Tehran to respond that it will now con- 
tinue its ballistic missile program “more seriously.”*® 

American Hostages as Bargaining Chips 

While the safe return of U.S. hostages from Iran’s notorious prisons should elicit 
relief, the recent prisoner swap between Washington and Tehran comes at a price 
that ultimately serves to encourage future Iranian belligerence. In exchange for in- 
nocent Americans incarcerated on trumped-up charges, including Washington Post 
reporter Jason Rezaian, U.S. Marine veteran Amir Hekmati, Idaho pastor Saeed 
Abedini, and previously undisclosed prisoner Nosratollah Khosravi-Roodsari, the 
Obama administration released seven Iranians who violated sanctions on Tehran’s 
nuclear or military program. (Iran released another previously undisclosed prisoner, 
Matthew Trevithick, separately.) The White House also dismissed charges against 
14 other Iranians it had sought to arrest. 

Such a trade hardly constitutes a “reciprocal humanitarian gesture,” as President 
Obama claimed.*® In fact, the swap effectively incentivizes Iran to capture more 
U.S. hostages in order to engage in further extortion. Tehran already probably rec- 
ognizes such potential: The exchange notably failed to secure the release of another 
prisoner, Siamak Namazi, whom Iran likely retained to serve as a future bargaining 
chip for concessions it failed to obtain as part of it. Moreover, the United States ac- 
quired no new information about the location of former FBI agent Robert Levinson, 
who went missing in Iran in 2007 and may be languishing in an Iranian prison. 

Equally troubling, the 14 pardoned Iranians included two men who helped trans- 
fer soldiers and weapons to the Assad regime and Hezbollah, thereby serving to en- 
flame and prolong Syria’s bloody civil war. Hamid Arabnejad and Gholamreza 
Mahmoudi, senior officials at Iran’s privately-owned Mahan Aur, have long utilized 
the airline to transfer soldiers and arms to the Syrian battlefield — and may now 
continue their efforts with impunity.®® 

Moreover, if the Obama administration delayed the announcement of ballistic mis- 
sile sanctions over concerns it would it would torpedo the prisoner exchange, Iran 
may have learned an even more troubling lesson: Additional hostages can prevent 
new sanctions. 

Naval Aggression 

Iran’s capture of 10 U.S. Navy sailors in the Persian Gulf on January 13 — just 
hours before President Obama’s 2016 State of the Union address and days before 
Implementation Day — marked yet another attempt to demonstrate that Iran’s hos- 
tility toward America would endure in the post-Nuclear Deal era. In fact, the re- 
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gime’s release of video footage of the sailors’ surrender, as well as a video of one 
sailor issuing an apology, not only reflected a deliberate effort to humiliate the 
United States, but may have violated international law. Still, rather than penalize 
Iran for this aggression, Secretary of State John Kerry thanked Tehran for its “co- 
operation in swiftly resolving” the crisis it had created.®^ 

The incident, said Maj. Gen. Hassan Firouzabadi, chair of Iran’s Armed Forces 
General Staff, “demonstrated the awareness and precision of the Iranian armed 
forces regarding American movements in the region. It taught them how vulnerable 
they are against the Islamic Republic’s mighty forces.”®^ Brig. Gen. Hossein Salami, 
deputy commander of the IRGC, expressed similar sentiments. “No country in the 
world has been able to detain an American soldier since World War II,” he gloated. 
“Yet when these soldiers entered our waters, small Iranian vessels . . . surrounded 
and arrested them. These 10 sailors surrendered to 5 or 6 young IRGC members.”®® 
At the end of January, Supreme Leader Khamenei awarded medals of honor to the 
IRGC commanders involved in the seizure. ®'‘ 

The episode followed a similar act of Iranian naval aggression less than 3 weeks 
earlier. On December 26, Iran test-fired rockets near the USS Harry S. Truman, an 
American aircraft carrier, almost triggering an international crisis.®® “These actions 
were highly provocative, unsafe, and unprofessional and call into question Iran’s 
commitment to the security of a waterway vital to international commerce,” said 
Navy Commander Kyle Raines, spokesman for the U.S. Central Command.®® Never- 
theless, the United States apparently did nothing in response. 

Domestic Oppression 

Iranian human rights abuses have increased dramatically since the JCPOA. In 
fact, according to the International Campaign for Human Rights in Iran, Tehran in 
late 2015 carried out the “largest [human rights] crackdown since the violent state 
suppression of the protests that followed the disputed 2009 presidential election in 
Iran.”®'^ In recent weeks, the regime has also moved to disqualify thousands of re- 
formist candidates from running in Iran’s upcoming parliamentary elections.®® The 
new repression comes as a direct response to the JCPOA: Tehran seeks to reinforce 
its message that a post-Nuclear Deal Iran will continue to oppose democratic forces 
that appear to embrace Western values of liberty and equality. 

In October 2015, Dr. Ahmed Shaheed, the United Nations’ special rapporteur on 
the situation of human rights in Iran, released a report detailing a grim litany of 
human rights abuses over the past year.®® Perhaps most notably, the document 
states that Iran continues “to execute more individuals per capita than any other 
country in the world.” Moreover, it noted, Iran has tortured prisoners and denied 
them access to lawyers; restricted the political rights of religious minorities and re- 
gime opponents; curbed women’s rights in civil, political, social, and economic are- 
nas; and persecuted Baha’is, Christians, and Sufi Dervish minorities. At the same 
time, Tehran has continued to reject continuous requests — issued in vain by the of- 
fice of the special rapporteur since 2005 — for country visits. 

The report nonetheless expressed hope that the nuclear agreement will spur the 
regime “to redouble its efforts” to improve human rights. The data it catalogues, 
however, suggest that such a prospect remains unduly optimistic. In fact, in an 
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irony fraught with bleak symbolism, the Islamist regime — as the International Cam- 
paign for Human Rights in Iran recently observed — has even attempted to silence 
Iranian media outlets critical of the JCPOA.®° 

needed: a paradigm shift 

On a practical level, Iran has continued provoking the United States in the post- 
Nuclear Deal era for a simple reason: Because it can. By making clear that it values 
the preservation of the JCPOA above all else, the Obama administration has effec- 
tively enabled Tehran to use the agreement as a bargaining chip to secure its broad- 
er agenda. Put differently, the JCPOA offers Tehran the tactical means to advance 
its ideological commitment to the defeat of America’s efforts to moderate the regime. 
In this sense, the JCPOA has effectively backfired on the White House, serving to 
undermine rather than facilitate President Obama’s stated goals for a post-Nuclear 
Deal rapprochement. 

To be sure, Iran has complied with the core initial requirements of the Nuclear 
Deal: It has reduced its stockpile of low-enriched uranium by 98 percent, removed 
the core of the Arak heavy water reactor, and disabled 12,000 centrifuges. These 
developments, however, should offer little comfort. Tehran possessed strong incen- 
tives to comply with the JCPOA’s preliminary obligations: Reentry into the global 
economy and restored access to as much as $100 billion in frozen assets. But now 
that the regime has achieved these goals, it retains fewer incentives to keep its com- 
mitments in the long term. In fact, Iran can now simply engage in smaller-scale vio- 
lations of the JCPOA but simultaneously deter any meanin^ul penalty by threat- 
ening to abandon the agreement in its entirety. In effect, it can challenge the White 
House to choose between punishing minor violations, thereby giving Iran cover to 
abandon the JCPOA, or allowing the deal to dissolve over time through the sheer 
accumulation of Iranian infringements. 

The regime’s preference for modest, incremental cheating would be consistent 
with its decades-long history of flouting nuclear agreements: As Mark Dubowitz of 
the Foundation for Defense of Democracies has observed, “The Iranian regime 
cheats incrementally, not egregiously, even though the sum total of its incremental 
cheating is egregious.”®^ Perhaps more notably, it may explain why the JCPOA, 
likely at Iran’s insistence, contains no provision for addressing incremental cheat- 
ing, and allows snapback sanctions only in the event of vaguely defined “significant 
non-performance.”®^ Ambiguous statements from the Obama administration that 
the United States possesses a “host of calibrated penalty tools” to address minor vio- 
lations are unlikely to impress Ayatollah Khamenei.®® 

Moreover, American inaction can cause other States in the region to freelance 
their own efforts to combat Tehran, often at the expense of U.S. interests and val- 
ues. The recent contretemps between Saudi Arabia and Iran, triggered by Riyadh’s 
unjust execution of a pro-Iran Shiite cleric, reflects the inevitable result of a U.S. 
policy that remains willing to sacrifice regional stability on the altar of the Nuclear 
Deal. By treating Iran as a regional partner, America may risk unintended con- 
sequences that serve to enflame tensions between Iran and countries that still treat 
the Islamic Republic as their enemy. If America’s Sunni allies lack faith in Amer- 
ica’s willingness to defend them against an increasingly aggressive Tehran, they 
may accelerate their own pursuit of nuclear weapons, thereby heightening prolifera- 
tion concerns. 

So long as the Obama administration fails to appreciate the nature and implica- 
tions of Tehran’s strategy and objectives, the Islamist regime’s aggression will con- 
tinue to intensify in the months and years to come. To reverse this dynamic, the 
United States must adopt a fundamental paradigm shift in its approach to its rela- 
tionship with Tehran. Rather than treat Iran’s nuclear program and Iran’s non-nu- 
clear belligerence as separate problems, Washington should aim to address them 
both as part of a comprehensive strategy rooted in the premise that Iran’s fear of 
Western infiltration continues to guide its view of the Nuclear Deal. 
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In practice, this means that the United States must seek to raise the costs to Iran 
for its on-going regional aggression by increasing terrorism-related sanctions and 
taking steps to deter international investment in entities affiliated with the IRGC, 
which spearheads Iran’s global terror operations and bears responsibility for many 
of its human rights abuses.®^ It means that the United States must impose mean- 
ingful punishments for any violation — major or minor — of the JCPOA or U.N. Secu- 
rity Council resolutions. It means that the United States must partner with Sunni 
Arab states opposed to Iran, including Saudi Arabia, notwithstanding other policy 
disagreements. And finally, it means that the White House cannot continue to treat 
Iran as a potential partner in solving the region’s problems, particularly Syria’s civil 
war. 

Such an approach would represent a dramatic reversal of President Obama’s 
original hopes for U.S. -Iranian relations after the Nuclear Deal. Nevertheless, a ro- 
bust defense of U.S. allies and National interests offers the best prospect for actu- 
ally effecting meaningful Iranian change in the long term. Iran will not modify its 
policies in response to American goodwill, but in response to deterrent steps that 
seek to alter Tehran’s cost-benefit analysis. If the White House continues to hope, 
against overwhelming evidence, that Iran will reciprocate America’s goodwill ges- 
tures on its own accord, it should not be surprised if Iran concludes that it has little 
to lose by continuing to provoke the United States. 

Thank you again for the opportunity to testify today. I look forward to your ques- 
tions. 

Mr. King. Thank you, Mr. Kahn. 

Our next witness is Mr. Ilan Berman. He is vice president of the 
American Foreign Policy Council in Washington, DC, and is an ac- 
knowledged expert on regional security in the Middle East, Central 
Asia, and the Russian Federation, and has consulted for both the 
U.S. Central Intelligence Agency and the Department of Defense. 

Mr. Berman is a member of the associated faculty at Missouri 
State University’s Department of Defense and Strategic Studies, 
and serves as a columnist for Forbes.com and The Washington 
Times, and is the editor of the Journal of International Security Af- 
fairs. He has written several books, including the most recent, 
“Iran’s Strategic Penetration of Latin America,” published in 2014. 

Recognized for 5 minutes. Thank you, Mr. Berman. 

Mr. Berman. Thank you. 

Mr. King. When I say 5 minutes, just keep it roughly within that 
time. Don’t worry about it. 

STATEMENT OF ILAN BERMAN, VICE PRESIDENT, AMERICAN 
FOREIGN POLICY COUNCIL 

Mr. Berman. Okay. Thank you, Mr. Chairman. Thank you, and 
thank you Ranking Member Higgins, and distinguished Members 
of the subcommittee. It is an honor to appear here today to discuss 
a topic that I think is of the utmost strategic importance to the 
United States, that is, Iran’s sponsorship of terrorism and how it 
is going to be affected by the new Nuclear Deal, formerly known 
as the Joint Comprehensive Plan of Action. 

I think it is fair to say, just as an opening statement, that, al- 
though the White House has argued that the Nuclear Deal closes 
the book on the Iranian nuclear file, it actually opens the book on 
a new and more challenging phase of U.S. Middle East policy. 
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It does so for at least 3 reasons. First, the JCPOA does not dis- 
mantle Iran’s nuclear capability. In fact, it does the opposite. There 
are key provisions in the agreement, in particular in the annexes 
of the agreement, that commit the P5 h- 1 countries to strengthening 
and reinforcing Iran’s nuclear infrastructure and processes over the 
next decade. 

The end result is an Iranian nuclear program that is slower, but 
one that is ultimately stronger. The second flaw with the JCPOA 
is that the agreement actually encourages further proliferation. It 
does not close off all of the pathways by which Iran can acquire nu- 
clear capability. It focuses solely, or overwhelmingly, on domestic 
indigenous development of such a capability. 

Almost entirely unaddressed by the terms of the JCPOA is the 
parallel pathway of clandestine acquisition of nuclear capabilities 
from abroad, a relationship that Iran can activate with such actors 
as North Korea or private entities in China. 

But most significant of all is the fact that the JCPOA provides 
Iran with what amounts to an enormous economic windfall. As part 
of the terms of the JCPOA, the P5 h- 1 countries agreed to release 
to Iran upwards of $100 billion in previously escrowed oil revenue. 

Today, in the aftermath of implementation day, in mid-January, 
Iran has full, unencumbered access to these funds. The scope of 
this stimulus is truly enormous. It amounts to roughly a quarter 
of Iran’s annual GDP, which totaled $415 billion in 2014. 

The proportional impact would be as if the United States re- 
ceived an economic infusion of roughly $4.2 trillion over the near 
term. The magnitude of this is likely to empower a range of de- 
structive Iranian behaviors in the years ahead, ranging from mili- 
tary modernization plans, which have been already articulated by 
the regime, to greater Iranian support for rogue regime partners, 
such as Venezuela, Bolivia, and Ecuador. 

Most important of all is that it actually permits Iran to expand 
significantly its investments in the support of international ter- 
rorism. According to the Congressional Research Service, Iran cur- 
rently spends between $3.5 billion and $16 billion a year on the 
support of terrorism, ranging from Hezbollah and Hamas and the 
Palestinian Islamic Jihad, to the Syrian regime, to Yemen’s Houthi 
rebels, to Iraq’s Shiite militias. 

If just one-tenth of the new-found economic stimulus inherent in 
the JCPOA is used in this arena, it would effectively double or 
even triple Iran’s investment in global terrorism. In the context of 
the U.S. homeland, I think this plays out in two principal arenas. 

The first is Latin America, where, over the last decade, Iran has 
systematically expanded both its formal contacts with the region’s 
regimes and its informal strategic presence. The late Argentine 
prosecutor, Alberto Nisman, detailed in 2013 that over the last 3 
decades, Iran has built an extensive network of intelligence bases 
and covert centers in no fewer than 8 countries. 

This is the network that empowered the 1994 bombing of the 
AMIA Jewish cultural center in Buenos Aires, and it is also the one 
that allowed Iran to either instigate or support 3 separate plots 
targeting the U.S. homeland in the last decade. 

The 2007 plot to blow up the fuel tanks underneath the JFK 
International Airport, the October 2011 attempt to assassinate 
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Saudi Arabia’s ambassador to the United States here in Wash- 
ington, and a plot by Venezuelan and Iranian diplomats to conduct 
cyber-attacks on U.S. defense and civilian infrastructure. 

The presence of Hezbollah has grown similarly. Over the last 
several years, a string of incidents, ranging from the apprehension 
of Hezbollah operatives in Peru, to revelations about Venezuelan 
official assistance, to Hezbollah operatives in the provision of state- 
supported passports, demonstrate that Hezbollah has both the mo- 
bility and the capability to post a significant threat. 

The risks for American security in this context are both clear and 
present. As Iran begins to enrich itself, as a result of the JCPOA, 
we can expect more activity in this arena. For the purposes of time, 
the second arena where Iran is significantly likely to expand its ac- 
tivities in the U.S. homeland, and that is cyber space, I will leave 
to the questions, if you have any. 

But let me conclude by saying that now that the implementation 
of the JCPOA has begun, Iran’s ability to carry out a range of 
rogue behaviors has expanded exponentially. It is incumbent upon 
all of us, and upon the U.S. Congress, to watch what Iran is going, 
not only in the theaters where it is active currently, primarily in 
the Middle East, in Syria, but also in theaters further afield, be- 
cause Iran’s global ambition is truly global. Iran’s global ambition 
is now much more fully funded, as a result of the Nuclear Deal. 

Thank you. 

[The prepared statement of Mr. Berman follows:] 

Prepared Statement of Ilan Berman 
February 11, 2016 

Chairman King, Ranking Member Higgins, distinguished Members of the sub- 
committee: It is an honor to appear before you today to discuss Iran’s on-going spon- 
sorship of international terrorism and the impact that the new Nuclear Deal, for- 
mally known as the Joint Comprehensive Plan of Action (JCPOA), will have upon 
it. It is a topic that is of critical importance to the security of the United States 
and our allies abroad. While the Obama administration has argued that the signing 
of the JCPOA has enhanced both U.S. and global security, there is compelling evi- 
dence to the contrary: Namely, that the passage of the agreement has ushered in 
a new and more challenging phase in U.S. Mideast policy. 

shortfalls of the JCPOA 

While the JCPOA can be said to include some beneficial elements — including 
short-term constraints on Iranian uranium enrichment, a reduction in the number 
of centrifuges operated by the Islamic Republic, and a delay of the “plutonium 
track” of the regime’s nuclear program — there is broad consensus among National 
security practitioners, military experts, scientists, and analysts that the agreement 
is woefully deficient in several respects. 

First, the new Nuclear Deal does not dismantle Iran’s nuclear capability, as origi- 
nally envisioned by the United States and its negotiating partners. Contrary to the 
White House’s pledges at the outset of talks between Iran and the P5-^l nations in 
November 2013, the JCPOA does not irrevocably reduce Iran’s nuclear potential. In 
fact, it does the opposite; under key provisions of the JCPOA (specifically, those con- 
tained in Annex I, HI, and IV of the agreement), ^ the P5-t-l nations have committed 
themselves to strengthening and reinforcing Iran’s nuclear infrastructure and proc- 
esses over the next 10 years. As a result, the JCPOA enables a slower — but ulti- 
mately a stronger — Iranian nuclear program. When the agreement expires a decade 


1 Annex I, Section H codifies Russia’s commitment to cooperate with Iran on nuclear research 
at the Fordow Fuel Enrichment Plant. Annex III, Section D enshrines a European commitment 
to aid Iran in strengthening its nuclear security. Under Annex IV, Section 2, the P5+1 powers 
pledge to provide international assistance to Iran in mastering the nuclear fuel cycle through 
fuel fabrication. 
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from now, the Islamic Republic will be much closer to a breakout capability than 
it is today. 

The new Nuclear Deal likewise incentivizes further proliferation, both on the part 
of Iran and by its neighbors. Although President Obama has claimed that the 
JCPOA closes off “all” of the pathways by which Iran can acquire a nuclear capa- 
bility,^ it focuses overwhelmingly on Iran’s indigenous development — its domestic fa- 
cilities, stockpiles, and nuclear know-how. The agreement does not seriously address 
the parallel path by which Iran can acquire such a capability: The clandestine pro- 
curement of components from abroad. 

This represents a serious oversight, because Iran maintains active proliferation 
relationships with a range of suppliers, including the regime of Rim Jong-un in 
North Korea and private commercial entities in the People’s Republic of China. 
These sources have been essential to Iran’s ballistic missile and nuclear advances 
to date, and can be expected to continue to provide technology and components that 
enable the Iranian regime to make progress on its nuclear effort in spite of height- 
ened scrutiny over its domestic activities. Moreover, Iran’s advances have nudged 
other countries in the Middle East — most conspicuously Saudi Arabia — to accelerate 
their own nuclear plans in response. As a result, there is significant potential for 
a destabilizing “proliferation cascade” in the region in coming years, and of the 
emergence of multiple nuclear aspirants along Iran’s periphery. 

Most significantly, however, the Nuclear Deal provides Iran with an economic 
windfall of unprecedented magnitude. As part of the terms of the JCPOA, the 
United States and its partners in the P5+1 agreed to release to Iran some $100 bil- 
lion in previously escrowed oil revenue. As of this writing, Iran has full, unfettered 
access to these funds, without limitations on their use. 

The scope of this economic stimulus is enormous. It amounts to roughly a quarter 
of Iran’s annual GDP, which totaled $415 billion in 2014.® That sum rivals the en- 
tirety of the European Recovery Program (colloquially known as the Marshall Plan) 
launched by the Truman administration in 1948 in the aftermath of World War II — 
an initiative that disbursed $13 billion ($120 billion in today’s dollars) to 17 coun- 
tries in Europe over the span of 4 years. The proportional impact of such relief for 
Iran is analogous to America’s $16.7 trillion economy receiving an infusion of rough- 
ly $4.2 trillion — approximately 5 times the stimulus that stabilized the U.S. finan- 
cial sector following the 2008 global economic crisis. 

Moreover, these funds represent only one part of a considerably larger economic 
picture. While Iran’s initial economic windfall will be at least somewhat dampened 
by the declining global price of oil, the Iranian regime is adapting in response, in- 
cluding by revising its budget downward, focusing on non-oil exports, and signifi- 
cantly expanding domestic taxation."* Additionally, the economic stimulus enshrined 
in the JCPOA will invariably be augmented by the benefits of expanded post-sanc- 
tions trade between Iran and countries in Europe and Asia, many of which are now 
eagerly seeking economic reengagement with the Islamic Republic. This normaliza- 
tion, in turn, is being facilitated By Iran’s reintegration into the global financial sys- 
tem via institutions from which it was previously proscribed, such as the Society 
for Worldwide Interbank Einancial Telecommunications (SWIET).® 

As a result of these changes, the World Bank now estimates that Iranian GDP 
will grow by nearly 6 percent this year.® Simply put, the JCPOA has laid the 
groundwork for a sustained economic revival on the part of the Islamic Republic. 

ANTICIPATING IRANIAN BEHAVIOR 

How is Iran likely to use this economic windfall? The White House has argued 
that there is little reason for concern, because Iran can be expected to use the funds 
in question overwhelmingly for domestic reconstruction and economic stabilization,'^ 
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and because the total sum available to Iran is considerably less than $100 billion 
as a result of the Islamic Republic’s outstanding debts.® 

This reasoning is deeply flawed. The U.S. Government’s estimate presupposes 
that the Iranian government will pay back all of its debts before accessing any of 
the previously-escrowed funds — an unrealistic prospect, particularly in light of the 
desire of creditor nations (such as China) to engage more deeply in trade with Iran 
now that sanctions have heen lifted. Likewise, the Islamic Republic has a long and 
well-established history of preferring guns to hutter. While some of the funds in 
question will undoubtedly be allocated for domestic projects, it is reasonable to ex- 
pect that a portion — and perhaps a significant one — will be used by the regime on 
key strategic initiatives. These include: 

Military modernization 

The Islamic Republic is now poised for a period of sustained military expansion. 
On June 30, 2015, 2 weeks before the formal conclusion of the JCPOA, Iranian Su- 
preme Leader Ali Khamenei formally unveiled his Government’s Sixth Development 
Plan, which outlines an intention to expand the National defense budget by nearly 
$5 billion, to 5 percent of total GDP.® These plans are predicated upon Iran’s ability 
to access additional resources as a result of the JCPOA and post-sanctions trade. 

The Islamic Republic, moreover, is already beginning to move in this direction. 
In recent months, the Iranian regime has initiated new procurement talks for sig- 
nificant quantities of arms and materiel (including new aircraft, air defenses and 
battlefield components) with both Russia and China. Over time, such acquisitions 
will lead to a significant strengthening of Iran’s ability to project power into its im- 
mediate periphery, as well as its capacity to threaten and/or challenge its strategic 
rivals in the region, as well as American interests there. 

Rogue state sponsorship 

Although it has received comparatively little attention to date, one of the most 
significant consequences of the economic windfall inherent in the JCPOA will be its 
“trickle down” effect on the Islamic Republic’s strategic partners. To date, Iran’s re- 
lations with a host of revanchist and radical regimes — including Venezuela, Bolivia, 
Ecuador, North Korea, and Sudan, among others — have been constrained, at least 
in part, by a lack of resources. While Tehran maintains significant political, eco- 
nomic, and military ties with all of those nations, bilateral contacts have been lim- 
ited by Iran’s own economic isolation, as well as by the financial weakness of these 
rogue state partners themselves. 

This, however, may soon change. Given the scope of the sanctions relief contained 
in the JCPOA, Iran will shortly have the ability to strengthen those alliances sig- 
nificantly. Put simply, Iran has long served as a partner for an array of rogue states 
and repressive regimes globally. Today, however, Iran for the first time has the po- 
tential to serve as their patron — a position that will have pronounced negative ef- 
fects on global security. 

Terrorism financing 

Back in 1984, the Reagan administration formally designated Iran as a state 
sponsor of terrorism for its involvement in, and orchestration of, the October 1983 
attack on the U.S. Marine Barracks in Beirut, Lebanon. Today, the Islamic Republic 
still ranks as the world’s foremost sponsor of international terrorism. As recently 
as this past summer, the Congressional Research Service estimated that the Islamic 
Republic spent between $3.5 billion to $16 billion annually on support for terrorism 
and insurgency world-wide.^® That range encompasses: 

• Extensive aid to the regime of Syrian dictator Bashar al-Assad (estimated at 
some $6 billion annually); 

• Material and economic assistance to the Shi’a Houthi rebels in Yemen; 

• Support for various Shi’a militias in Iraq; 


middle-east 12015107116! Ben-Rhodes-Iran-s-extra-revetiue-after-nuke-deal-will-help-uplift-ter- 
rible-economy-.html. 

®See, for example, “Lew: Iran Not Getting the Full $100 Billion of Frozen Assets,” The Fiscal 
Times, July 26, 2015, http:! j www.thefiscaltimes.com j 2015 ! 07 i 26 i Lew-Iran-Not-Gettitig-Full- 
1 00-Billion-Frozen-Assets. 

® Abbas Qaidaari, “More Planes, Missiles and Warships for Iran,” Al-Monitor, July 14, 2015, 
http: i i WWW. usnews. com / newsarticles 12015107 j 14! more-planes-missiles-and-warships-iran-in- 
creases-its-military-budget-by-a-third. 

Carla Humud, Christopher Blanchard, Jeremy Sharp, and Jim Zanotti, “Iranian Assistance 
to Groups in Yemen, Iraq, Syria, and the Palestinian Territories,” Congressional Research Serv- 
ice Memorandum, July 31, 2015, http: ! j www.kirk.senate.gov ! images i PDF j 

Iran%20Financial%20Support%20to%20Terrorists%20and%20Militants.pdf. 



22 


• The entire operating budget of the Palestinian Islamic Jihad terrorist organiza- 
tion; 

• Renewed aid (previously estimated at between $20-25 million monthly) to the 
Hamas terrorist group; and 

• Between $100 and $200 million annually in financial support for Lebanon’s 
Hezbollah militia. 

These figures now have the potential to become much, much larger. White House 
officials have admitted that at least some of Iran’s JCPOA-related economic windfall 
is likely to go to terrorist groups and extremist causes. That, however, represents 
something of an understatement; given the size of the immediate sanctions relief at 
its disposal, should Iran allocate a mere 10 percent of its recently-unfrozen funds 
to such activities, it could double or even triple its current spending on terror spon- 
sorship. 

Regional expansionism 

The past several years have seen the Islamic Republic embark upon an ambitious, 
multi-pronged effort to reshape the region in its own image. This effort has in- 
cluded, inter alia, attempts to undermine the monarchy in Bahrain; extensive back- 
ing for Yemen’s Houthi insurgency; both financial and direct military assistance to 
the Assad regime in Syria, and; broad geopolitical support for Iraq’s Shi’a militias. 
It has been animated by the Iranian leadership’s conviction that, in the words of 
Iranian Supreme Leader Ali Khamenei himself, the international system is “in the 
process of change” and a “new order is being formed.’’^^ The message is unmistak- 
able; Iran’s leaders believe that declining Western influence provides their country 
with the opportunity to expand its reach and power in the Middle East. 

The Iranian regime now has far greater ability to do so. Empowered by the re- 
sources inherent in the JCPOA, as well as the permissive political environment that 
has been created as a result, recent months have seen the Iranian regime adopt an 
increasingly expansionist foreign policy line. The consequences can be felt in deep- 
ening Iranian-Saudi tensions, multiple ballistic missile tests in violation of U.N. Se- 
curity Council resolutions, and a more aggressive military posture in the Persian 
Gulf. These actions reflect the belief among Iranian policymakers, like Alaeddin 
Boroujerdi, chairman of the Iranian parliament’s national security and foreign pol- 
icy committee, that the security of the Persian Gulf is now “in Iran’s hands. 

As the narrative above lays out, the expanded resources conferred by the JCPOA 
have the potential to dramatically increase the strategic capabilities of the Iranian 
regime — and, consequently, the threat it poses to international security. In the con- 
text of the United States homeland, these dangers are likely to be most pronounced 
in 2 distinct arenas. 


AN EXPANDING FOOTPRINT IN LATIN AMERICA 

The past decade has seen a systematic expansion of the Islamic Republic’s stra- 
tegic presence in the Americas. Using the sympathetic regime of Hugo Chavez in 
Venezuela as a gateway, Iran has dramatically broadened its diplomatic ties to the 
region, focusing in particular on the countries of the leftist political bloc known as 
the Bolivarian Alliance of the Americas (ALBA). Since 2005, Iran has nearly dou- 
bled the number of its embassies in the region, from 6 to Its economic ties 

to the region have similarly ballooned, in particular its trade with the nations of 
Brazil, Bolivia, and Ecuador. 

This formal outreach has been mirrored by the establishment of a formidable 
asymmetric presence. Iran’s informal activities in the region date back to the early 
1980s, when it facilitated a foothold for its chief terrorist proxy, Hezbollah, in the 
so-called Tri-Border Region where Brazil, Argentina, and Paraguay intersect. That 
presence, in turn, made possible the massive July 1994 bombing of the Argentine — 
Israel Mutual Association (AMIA) in Buenos Aires — an attack that Argentine state 
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prosecutors subsequently concluded had been “ordered by the highest authorities of 
the Islamic Republic of Iran in conjunction with Hezbollah.”^® 

Three decades on, Iran’s asymmetric presence in the region is more extensive — 
and arguably far more lethal. As the late Argentine prosecutor Alberto Nisman de- 
tailed in his May 2013 indictment, over the past 3 decades Iran has successfully cre- 
ated a network of intelligence bases and covert centers in no fewer than 8 Latin 
American countries: Brazil, Paraguay, Uruguay, Chile, Colombia, Guyana, Trinidad 
and Tobago, and Suriname. This infrastructure has enabled Iran to initiate or 
support at least 3 separate plots against the U.S. homeland over the past decade. 

• A 2007 plot involving Guyanese national Abdul Kadir to blow up fuel tanks un- 
derneath New York’s John F. Kennedy Airport. According to Nisman, Kadir was 
a disciple and agent of Iranian cleric Mohsen Rabbani, the alleged mastermind 
of the 1994 AMIA bombing, and had previously “carried out the Iranian infiltra- 
tion in Guyana” at Rabbani’s direction, Had it succeeded, the attempt would 
have caused “extensive damage to the airport and to the New York economy, 
as well as the loss of numerous lives,” the FBI assessed.^® 

• An October 2011 attempt by Iran’s Revolutionary Guard Corps (IRGC) to assas- 
sinate Saudi Arabia’s ambassador to the United States at a D.C. restaurant, 
using members of Mexico’s Los Zetas drug cartel to carry out the killing. In a 
press conference divulging details of the failed scheme. Attorney General Eric 
Holder noted that it was “directed and approved by elements of the Iranian gov- 
ernment and, specifically, senior members of the Quds Force,” the IRGC’s elite 
paramilitary unit.^® 

• A plan by Venezuelan and Iranian diplomats to use Mexican hackers to pene- 
trate U.S. defense, intelligence and nuclear facilities and launch wide-spread 
cyher attacks throughout the United States. The effort was detailed in a Decem- 
ber 2011 investigative documentary by the Spanish-language TV network 
Univision, which featured audio recordings of the plotters, including a high- 
ranking Iranian diplomat.^® In the wake of the documentary’s airing, Ven- 
ezuela’s consul general to Miami was declared persona non grata and expelled 
from the country.^i 

Hezbollah’s presence in the Americas has likewise continued to grow apace. Over 
the past several years, a string of incidents — among them the November 2014 ap- 
prehension of a Hezbollah operative in Lima, Peru; regional intelligence reports 
about Hezbollah activity in Mexico, Nicaragua, Chile, Colombia, Bolivia, and Ecua- 
dor; and revelations about official Venezuelan facilitation of the movement of 
Hezbollah operatives throughout the region via the provision of state-issued pass- 
ports^^ — all point to a significant operational presence on the part of the terrorist 
group south of the U.S. border. 

The risks to American security posed by this expanding footprint are both clear 
and present. Iran has already demonstrated both the capability and the intent to 
target the U.S. homeland, directly and via its proxies, through the Latin American 
theater. The capability for Iran to do so can be expected to grow in the near future. 
Given the priority attention that has been paid to Latin America by Iran in recent 
years, it is reasonable to expect that the Iranian regime will use its expanded re- 
sources to broaden and further solidify its footprint in the Western Hemisphere. If 
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history is any judge, it will do so in a way that will be deeply inimical to American 
interests. 


A MATURING CYBER ACTOR 

Cyber space is fast emerging as a new domain of conflict between Iran and the 
West. Beginning in the fall of 2010, Iran’s nuclear program was targeted by the 
Stuxnet computer worm, waking Iranian officials up to the fact that the West was 
attempting to compromise their nuclear effort. Subsequent attacks on Iranian nu- 
clear facilities and infrastructure convinced Iran’s leadership that cyber war had the 
potential to be — in the words of one top regime official — “more dangerous than a 
physical war.”^^ 

Iran mobilized in response. In July 2011, the regime formally launched an ambi- 
tious $1 billion governmental program to boost national cyber capabilities via the 
acquisition of new technologies, new investments in cyber defense, and the creation 
of a new cadre of cyber experts.^^ In tandem, it formed new, dedicated domestic 
agencies tasked with administering cyber space, as well as creating a dedicated 
Cyber Defense Command within the Iranian military and an analogous Cyberspace 
Council in the basij, the country’s repressive domestic militia.^® Simultaneously, the 
Iranian government mobilized a “cyber army” of activists — nominally independent 
patriotic hackers (also known as “hacktivists”) who have carried out attacks on sites 
and entities out of favor with the Iranian regime, including social networking plat- 
form Twitter, the Chinese search engine Baidu, and the websites of Iranian reform- 
ist elements.^® The Intelligence Unit of Iran’s clerical army, the Iranian Revolu- 
tionary Guard Corps (IRGC) allegedly oversees the activities of this “cyber army.’’^'! 

Iran likewise has harnessed this growing capability against the West. The past 
several years have seen a range of aggressive — and increasingly capable — Iranian 
attacks on Western and allied interests via cyber space. 

• In the summer of 2012, Saudi Arabia’s state oil giant, ARAMCO, was hit by 
an Iranian-developed virus called “Shamoon” that compromised three-quarters 
of the company’s computers.^® 

• Between September 2012 and January 2013, multiple U.S. financial institutions 
(including Bank of America, JPMorgan Chase, and Citigroup) experienced a se- 
ries of distributed denial-of-service (DDoS) attacks that disrupted their on-line 
presence and functionality. Due to the sophistication of the attacks, U.S. offi- 
cials linked them definitively to the Iranian government.^® 

• In October 2013, the U.S. Navy’s unclassified computer network was penetrated 
by hackers affiliated with the Iranian government, potentially compromising 
email and secure communications hosted on it.®® 

• In February 2014, the Nevada-based Sands Corporation experienced a computer 
attack that temporarily crippled its systems, an intrusion that has since been 
conclusively linked to Iran by the U.S. intelligence community.®^ 

• In May 2014, cyber intelligence firm iSight Partners uncovered a complex Ira- 
nian “phishing” scheme dubbed “Newscaster,” which was designed to com- 
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promise prominent political individuals of interest to the Islamic Republic 
through the use of social media.^^ 

• In the spring of 2014, Iranian hacking group Ajax Security Team was found to 
have targeted U.S. defense firms with malicious software in order to gain access 
to their computers.^^ 

• Iranian hackers are known to have extensively mapped U.S. infrastructure 
points, such as the power grid, trains, airlines and refineries, in what cyber ex- 
perts fear could be a hostile contingency scenario in the event of a conflict with 
America.^"* 

• Most recently, Iranian hackers carried out an extensive campaign of intelligence 
gathering aimed at the U.S. State Department in November 2015.®® The effort 
included targeting diplomats with responsibility for Iran and the Middle East 
via both email and social media as part of what U.S. officials say is an increas- 
ingly aggressive attempt to glean information about American policies toward 
the Islamic Republic. 

The scope of Iran’s offensive cyber activities was outlined in detail in a December 
2014 report by San Diego-based cybersecurity firm Cylance, which stated that: 
“Since at least 2012, Iranian actors have directly attacked, established persistence 
in, and extracted highly sensitive materials from the networks of government agen- 
cies and major critical infrastructure companies in the following countries: Canada, 
China, England, France, Germany, India, Israel, Kuwait, Mexico, Pakistan, Qatar, 
Saudi Arabia, South Korea, Turkey, United Arab Emirates, and the United 
States.”®® Targets of Iranian cyber attack identified by Cylance include oil and gas 
firms in Kuwait, Turkey, Qatar and France, aviation hubs in South Korea and Paki- 
stan, energy and utilities companies in Canada and the United States, and govern- 
ment agencies in the United States, UAE, and Qatar. 

Moreover, the study suggests, this may represent merely the tip of the iceberg. 
“As Iran’s cyber warfare capabilities continue to morph . . . the probability of an 
attack that could impact the physical world at a national or global level is rapidly 
increasing,” it concludes.®'^ 

Today, that warning is more salient than ever. Between 2014 and 2015, Iran — 
eager to reap the benefits of nuclear detente with the West — noticeably scaled back 
its on-line targeting of the West. But in the wake of this summer’s Nuclear Deal, 
the Islamic Republic is ramping up its offensive cyber activities anew, for both polit- 
ical and strategic reasons. Domestically, Iran’s hard-liners are at pains to assert 
their primacy in national affairs following the nuclear agreement — including over 
the regime’s strategic programs, of which cyber space is one. Abroad, Iranian lead- 
ers have increasingly come to see cyber space as an indispensable domain for stra- 
tegic influence, one that has risen in importance now that their country’s nuclear 
program is at least temporarily constrained. 

Given this emphasis, as well as the economic benefits of the JCPOA — which will 
increase the resources available to the regime to invest in its strategic capabilities — 
the Islamic Republic is poised to become an increasingly mature and formidable 
cyber power. In the process, it will invariably emerge as a serious cyber challenge 
for the United States. 


LOOKING AHEAD 

Since the start of nuclear diplomacy in November of 2013, the Obama administra- 
tion has effectively downplayed the risks emanating from Iran. In its eagerness to 
conclude some sort of agreement with Iran over its nuclear program, the White 
House has systematically turned a blind eye to the Islamic Republic’s fomentation 
of international terrorism, its support for rogue foreign regimes, and its strategic ac- 
tivities. 
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Now that implementation of the JCPOA has begun, Iran’s capabilities in all of 
these areas have the potential to expand dramatically — and to do so to the det- 
riment of American security. Tracking this growing destructive potential must be- 
come a top priority of the U.S. Government. So, too, must the formulation of a strat- 
egy to identify, manage, and limit Iranian rogue behavior in the years ahead. 

Mr. King. Our next witness is Mr. Bilal Saab. He is the resident 
senior fellow for Middle East Security with the Brent Scowcroft 
Center on International Security. He also serves on the board of 
several research organizations, excuse me, in the United States 
and the Middle East. 

He has received awards from the Atlantic Council and from the 
Center for Strategic and International Studies. He has previously 
worked at the Institute for Near East and Gulf Military Analysis, 
the Sabin Center for Middle East Policy at Brookings, and the Cen- 
ter for the Study of Terrorism and Political Violence at the Univer- 
sity of St. Andrews in the United Kingdom. 

He has a B.A. from the American University of Beirut, a master’s 
in International Security Studies from the University of St. An- 
drews, and a M.A. in International Security Policy from the Uni- 
versity of Maryland. 

With that, I am pleased to welcome you and look forward to your 
testimony. Congratulations, again, on the newborn. Everybody 
healthy and everything fine? Great. Good. Okay. 

STATEMENT OF BILAL Y. SAAB, SENIOR FELLOW FOR MIDDLE 

EAST SECURITY, BRENT SCOWCROFT CENTER ON INTER- 
NATIONAL SECURITY, ATLANTIC COUNCIL 

Mr. Saab. Thank you, Mr. Chairman and Mr. Higgins. I am 
grateful for the opportunity to testify today on this very important 
subject. Once again, thank you for the congratulations. 

If you asked me what is the biggest accomplishment of Iranian 
foreign policy since the 1979 revolution, I would say, in my judg- 
ment, it would be the contribution to the creation and subsequent 
development of Hezbollah, the Lebanese Shiite party. 

Hezbollah, today, is one of the most powerful subnational actors 
operating in the world today. It has got global reach. It has got in- 
telligence, counter-intelligence, military capabilities that are prob- 
ably more significant than many mid-sized European countries. It 
has got regional political clout that, I would say, tops that of many 
Middle Eastern governments. 

The main question today that many Hezbollah watchers are 
grappling with is whether the group’s local and regional position 
has been strengthened or weakened, as a result of its over-involve- 
ment in the Syrian conflict. 

So let me give you my bottom line right up front. The Syrian con- 
flict presents Hezbollah with the biggest challenge it has faced 
since it was born, but it also creates opportunities. Let’s be very 
honest about that. 

Let me address just a couple of scenarios, as far as Hezbollah 
and how that affects the organization. The worst-case scenario for 
Hezbollah, as far as Syria is concerned, is, of course, the rebels 
winning and the fall of the regime. But I would say that even that, 
although it would make its life extremely difficult, it would not end 
it. 
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The best-case scenario, of course, would be a total defeat of the 
rebels. Also, to be honest, it is not really unthinkable, in today’s 
circumstances. As a result of that, it would help the organization 
cement its control of Lebanon and further assert itself regionally. 

The middle-ground scenario, which is the continuation of the sta- 
tus quo, and neither the regime nor the rebels win, yes, it would 
make its life, also, difficult. It will be costly for the organization. 
It prolongs the Syrian spillover into Lebanon. But it has made a 
lot of adjustments, and it has been quite successful at that, as well. 

So why is it, actually, that, regardless of what happens in Syria, 
the organization will survive? I would say that the two main 
sources of support of the organization, that matter more than any- 
thing else, quite frankly, will remain intact. That is the Shiite sup- 
port base of the organization, which, you know, they have cul- 
tivated for a very long time, since 1982, ever since their founding. 

Of course, it is their main patron, Iran. Those two sources of sup- 
port will endure, no matter what happens in Syria. You can make 
an argument that the bond between Hezbollah and its constituency 
has been under pressure, because of its costly adventure in Syria. 
But I haven’t really seen any significant cracks in the bond. 

As far as the special relationship it has with Iran, it will also en- 
dure. Why? Because the partnership has been extremely beneficial 
for both sides. 

As you know, Mr. Chairman, Iran provides Hezbollah with 
money, weapons, strategic direction, organizational coherence, you 
name it. In return, Hezbollah allows Iran to reject Shiite power in 
the Arab world, and, with its military arsenal, it helps deter Israel 
from attacking Iran. 

I have every reason to believe that these relations between the 
two allies, Hezbollah and Iran, will continue to develop, following 
the lifting of sanctions against Tehran, which brings me to 
Hezbollah’s international activities, because, at the end of the day, 
they are an extension, in my opinion, of the paramilitary and intel- 
ligence agencies of Iran. They are not really independent. 

So will the threat the group poses to the homeland increase, de- 
crease, remain the same after the lifting of sanctions and, specifi- 
cally, when Tehran has a few more billions of dollars to spend? I 
would say that any serious assessment has to look at both the in- 
tentions of the organization, but also the capabilities. 

You know, having interacted, throughout my career, with many 
officials and analysts within the intelligence community regarding 
Hezbollah, I would say that nobody doubts the capabilities of the 
organization. It is just on the issue of intentions where there might 
be some debate. 

Two reasons why Hezbollah has never really acted or attacked 
on U.S. territory: First, Hezbollah does not really strategize or act 
alone, when it comes to global operations. Tehran is in charge, 
here, for sure. 

The second reason, Hezbollah has no interest, itself, because it 
is well — much aware of its own limitations and the consequences, 
the steep consequences, for taking on the most powerful nation on 
earth. 

Now, could this change in the foreseeable future? I think a lot 
of it would depend on the evolution of relations between Iran and 
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the United States. Should those — you know, should the relations 
take a dramatic turn for the worse, over a number of scenarios, it 
is likely that Iran might fight back, using asymmetric tools and 
particularly terrorism. 

One of those tools may well be Hezbollah, of course. But, I would 
say, even under that scenario, Hezbollah would think twice, really, 
before it would decide to pick this fight, from which, really, it prob- 
ably would not survive. 

The U.S. Government has designated Hezbollah as a terrorist or- 
ganization, but, in my mind, I think that terrorism is only one of 
the challenges that the organization poses. As a matter of fact, it 
is not the most imminent, it is not the most significant, in my opin- 
ion. The counterterrorism lens is a little bit too narrow. 

The party, at the end of the day, is a product of Lebanon’s inter- 
nal weakness, Iran’s intervention in Lebanese politics, previously 
Syria, and, of course, the on-going conflict with Israel. So the 
United States really has no desire or capacity to solve all these 
complex problems. 

They have been — ^you know, they have been present for a very 
long time. I wrote, almost 6 years ago, and I think it is still perti- 
nent today, that the most affordable option the United States can 
pursue, as far as Hezbollah, is containment, really. 

You know, Washington should continue to provide assistance to 
the Lebanese armed forces, which it is doing, and try to bolster the 
country’s internal strength, which would, ultimately, diminish the 
group’s rationale for keeping its arms. 

In closing, Mr. Chairman, let me emphasize that Hezbollah is 
dealing with really significant pressures, as a result of its costly 
intervention in Syria. The adjustments it has been forced to make 
have not been easy at all. 

But the succession that these pressures represent, that the pres- 
sures will really lead to its death, in my opinion, represents noth- 
ing but wishful thinking. Equally important, it doesn’t seem like its 
adversaries, foreign and domestic, are really in a position to take 
advantage of its present travails. 

So this transformation that it is going through, from a domestic 
hegemon of Lebanon into a regional powerhouse, quite frankly, is 
now more achievable, because of what is happening in Syria. 

Thank you, very much. 

[The prepared statement of Mr. Saab follows:] 

Prepared Statement of Bilal Y. Saab 
February 11, 2016 

Chairman King, Subcommittee Ranking Member Higgins, full Committee Ranking 
Member Thompson, distinguished Members of the subcommittee, I am grateful for 
the opportunity to testify today on this very important subject.^ 

If one were to identify the biggest accomplishment of Iranian foreign policy since 
the 1979 Islamic revolution, it would be, in my judgment, the direct contribution to 
the creation and subsequent development of Hezbollah, the Lebanese Shi’ite party. 
I believe that Hezbollah is one of the most powerful sub-national militant actors op- 
erating in the world today. It has global reach; intelligence, counterintelligence, and 


^This testimony draws on my research work in Lebanon, my scholarship on Hezbollah, and 
on a recently co-authored paper with Dr. Daniel Byman, “Hezbollah in a Time of Transition” 
(Washington, DC: Atlantic Council and Brookings, November 2014) httpij / 
www.atlanticcouncil. org / images / publications ! Hezbollah in a Time of Transition.pdf. 
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military capabilities that are more significant than many mid-sized European coun- 
tries; and regional political clout that tops that of many Middle Eastern govern- 
ments. 

The main question that is on the minds of Hezbollah observers is whether the 
group’s domestic and regional position has been strengthened or weakened as a re- 
sult of its overt involvement in the Syrian conflict. That is what I will focus on in 
my testimony today. My bottom line is that while the war in Syria presents 
Hezbollah with the biggest challenge it has faced since it was born, it also creates 
opportunities. The worst-case scenario of Damascus falling into the hands of the 
rebels — a scenario that currently looks improbable — will make Hezbollah’s life ex- 
tremely difficult, but it will not end it. At the other extreme, should the rebels suffer 
a total defeat, Hezbollah would further assert itself regionally and cement its con- 
trol of Lebanon. The continuation of the status quo, where neither the Syrian oppo- 
sition nor the regime wins and the civil war goes on, will not lead to Hezbollah’s 
demise either. An indefinite stalemate is costly for Hezbollah because it does not 
solve the problem of Syrian spillover, it prolongs political tensions in Beirut, and 
it keeps Lebanon and Hezbollah’s Shi’ite supporters at risk of attack by Sunni ex- 
tremists — but it also does not force Hezbollah and Iran to make drastic decisions 
and tough compromises. 

So regardless of what happens in Sjria, Hezbollah will most probably survive if 
it continues to effectively nurture and manage two critical relationships: Its Shi’ite 
support base and its main patron, Iran. These 2 sources of support matter more to 
the well-being of the organization than anything else. Currently, neither relation- 
ship looks volatile. While the bond between Hezbollah and its constituency is under 
pressure due to the group’s costly intervention in Syria, cracks have yet to emerge. 
Growing instability and Sunni extremist violence in the region may have even 
strengthened ties between Hezbollah and its Shi’ite supporters. As for the group’s 
deep and organic link to Iran, it will most likely endure and become stronger fol- 
lowing the lifting of international sanctions against Tehran and the inflow of cash 
to the Islamic Revolutionary Guard Corps (IRGC), Hezbollah’s primary ally within 
the Iranian government. 

Hezbollah’s future has important implications for Lebanon, the region’s stability, 
and U.S. interests and those of its partners in the Middle East. The Syrian conflict 
has forced Hezbollah to transition into something it does not necessarily desire or 
is able to sustain. A movement that long claimed to transcend sectarianism has be- 
come a bogeyman to many of the region’s Sunni Muslims. At the same time, 
Hezbollah’s deep involvement in the fighting in Syria has damaged its reputation 
in Lebanon and made it a target of Sunni extremist violence. The conflict with 
Israel, while still a focus of rhetoric, has somewhat faded to the background. How- 
ever, the suggestion that the significant pressures Hezbollah is dealing with will ul- 
timately lead to its death represents nothing but wishful thinking. The party is 
more resilient than its adversaries would like to admit. That the tide of the war 
in Syria seems to be turning in its favor also provides comfort for the organization. 

My testimony contains 4 parts. I begin by describing various storms that 
Hezbollah effectively weathered in the past and explain how it did so. I then devote 
two sections to analyze how events in the region over the past 5 years and particu- 
larly the conflict in S3Tia present challenges as well as opportunities to the group. 
I conclude by discussing the policy implications and recommendations for the United 
States. 


PAST STORMS 

Hezbollah’s death has been proclaimed numerous times since its inception in the 
early 1980s, but the Shi’ite party has survived numerous challenges: 3 high-inten- 
sity military conflicts with Israel in 1993, 1996, and 2006; Israel’s assassination of 
several of its core leaders, including Sheikh Ragheb Harb in 1984, Abbas Al-Musawi 
in 1992, and Imad Mughniyeh in 2008; the Syrian departure from Lebanon in 2005; 
a non-stop war of intelligence and counterintelligence against Israel; various polit- 
ical crises in Beirut; an international tribunal investigating the February 2005 mur- 
der of former Lebanese Prime Minister Rafik Hariri that formally accused four 
Hezbollah members; and Arab uprisings that profoundly challenged its philosophy 
of “champion of the downtrodden, underprivileged, and disenfranchised.” 

How Hezbollah has survived all these crises can be attributed to a number of in- 
ternal and external factors, including leadership, organizational coherence and dis- 
cipline, political violence and tactics, superior training, and, of course, Syrian assist- 
ance. But all this would count for little without the constant support Hezbollah re- 
ceives from its Shi’ite constituency and from Iran. Unlike many other non-state ac- 
tors in the region, Hezbollah has a domestic base of support about which it cares 
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deeply, and this concern is reciprocated. The organization has made it a top priority 
to cultivate good relations with the Lebanese Shi’a, knowing full well that such ties 
would serve as its first and last lines of defense. Iran not only provides religious 
guidance and strategic direction to Hezbollah, but also helps the party solidify its 
bond with its constituency through money and weapons. 

CHALLENGES 

By intervening in Syria to come to Syrian President Bashar Assad’s aid, Hassan 
Nasrallah, Hezbollah’s Secretary General, has put his party on a collision course 
with Sunnis — moderates and extremists alike — in Syria and Lebanon, and else- 
where in the region. This course of action is very risky for Hezbollah and its con- 
stituency because regional demographics have always worked against the Shi’ites. 
Even the staunchest Lebanese Shi’ite supporters of Hezbollah would prefer peace 
with their fellow Sunni Lebanese — and the region — to conflict. It is not just that 
Sunni radicals, despite Hezbollah’s military advances in Syria, have been able to 
penetrate deep into the Shi’ite party’s sphere of influence and wreak havoc. More 
importantly, the same extremists who Nasrallah was hoping to fight outside Leb- 
anon could turn Lebanon into another Iraq, a country defined by Sunni-Shi’ite sec- 
tarian violence. In this scenario, whose chances are unclear, Hezbollah stands to 
lose the most, because another Lebanese civil war would be a major distraction from 
the military struggle against Israel.^ 

At home, Hezbollah may have contained the effects of the Special Tribunal for 
Lebanon (STL), but the international institution has already caused considerable 
damage to the party’s reputation by instilling serious doubts, even among 
Hezbollah’s friends, about the party’s role in killing Rafik Hariri, the former Leba- 
nese prime minister and leader of the Sunni community in the country, in addition 
to several other anti-Syrian Lebanese politicians, journalists, and security per- 
sonnel.^ 

More broadly, the Arab uprisings have arguably made Hezbollah less relevant in 
Arab political discourse. While the concept of resistance against Israel will always 
generate strong emotions and resonate deeply in the Arab world, such a struggle, 
an increasing number of Arabs now believe, cannot be at the expense of freedom 
and political-economic rights. Hezbollah and Iran clearly think otherwise; for them, 
nothing takes precedence over the militair struggle because no other form of resist- 
ance works. The group’s intervention in Syria has shattered its image in the Arab 
street. Although such a street has always been polarized, the average Arab person, 
not too long ago, used to adore the party for standing up to Israel and the United 
States. Not anymore. Hezbollah’s flags are being burned in Syria and elsewhere.’^ 

Hezbollah’s fight in Syria also has made it more vulnerable toward Israel. An- 
other war with Israel may pump life into Hezbollah’s hard-core cadres and add fire 
to its resistance approach, but in reality such an extremely risky adventure could 
entail massive costs from which the group may not recover easily this time around. 
Iran could immediately send money for reconstruction purposes like it did after the 
end of the 2006 war, but that is not inevitable. And the Syrian regime, busy fighting 
for its life, may not be operationally capable of providing necessary military and 
logistical support during any such war. 

For Hezbollah, the military challenge in Syria is more daunting than in the Leba- 
nese theater. In contrast to southern Lebanon, Hezbollah forces do not have an inti- 
mate knowledge of the Syrian terrain. In addition, they must cooperate with irreg- 
ular and regular Syrian forces and Iraqi militias, rather than just rely on their own 
fighters. Hezbollah frequently operates at the company and even battalion level in 
Syria, using far larger formations than it usually has had in Lebanon when it 
waged guerilla war against Israel. As Islamic State fighters advanced in Iraq, many 
of the Iraqi Shi’ite militias aiding the Assad regime went home to fight, increasing 
the burden on Hezbollah. Because of its heavy role in Syria, Hezbollah is more mili- 
tarily invested in Iran than ever before. In Syria, the IRGC’s Quds Force assisted 
Hezbollah with command and control and training. Entering the war was in part 
“payback” for past favors — but by doing so, Hezbollah tied itself even more tightly 
to its Iranian master. Finally, Hezbollah also has a military role in Lebanon. Along 


2 Daniel Byman and Bilal Y. Saab, “Hezbollah Hesitates? The Group’s Uncertain Trans- 
formation,” Foreign Affairs, January 21, 2015 https:! lwivw.foreignaffairs.com I articles Usraelt 
2015-01-21 ihezbollah-hesitates. 

3 Bilal Y. Saab, “Why Lebanon’s Najih Mikati Resigned: Hezbollah Makes Its Move,” Foreign 
Affairs, March 25, 2013 https:! I www.foreigrmffairs.com I articles llebanonj 2013-03-251 why-leb- 
anons-najib-mikati-resigned. 

Bilal Y. Saab, “Ominous New Struggle for Hezbollah,” The National Interest, October 24, 
2011 http:! ! nationalinterest.org ! commentary ! ommous-new-struggle-hezbollah-6060. 
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the Syria-Lebanon border, its forces are patrolling and even laying mines in order 
to prevent infiltration by fighters belonging to the Islamic State and Jabhat al- 
Nusra. Hezbollah coordinates quietly with the Lebanese Armed Forces, which dare 
not confront the Shi’ite group. 

If Assad’s regime collapses, Hezbollah would lose a key supporter from a country 
that historically has played a dominant role in Lebanese politics. Even more impor- 
tant, Syria is Iran’s closest ally, and Tehran was calling in its chits by asking 
Hezbollah and other supporters to close ranks around the Assad regime. Should 
Syria fall, Hezbollah is likely to lose a transit route and storage facility for weapons 
from Iran and Syria. In anticipation of any rapid deterioration of security conditions 
in Syria, Hezbollah has reportedly moved hundreds of missiles from storage sites 
in Syria to bases in eastern Lebanon. The potential loss of its logistics hub and sup- 
ply line in Syria would place Hezbollah at a significant disadvantage in the event 
of another conflict with Israel. In the 2006 conflict with Israel, the group benefited 
from the strategic transit route through Syria, which allowed Hezbollah to quickly 
replenish its weapons supplies; therefore, the loss of Syrian support could cause 
Hezbollah to hold onto its larger, strategic weapons if they cannot be easily acquired 
and replaced. Unless Hezbollah and Iran can build a similar capability in another 
location, Hezbollah will likely face challenges resupplying its rockets and missiles 
in the near term. 

But should Assad leave — or even should his jihadist opponents grow stronger — 
the gravest threat Hezbollah (and Lebanon as a whole) would have to imminently 
deal with is Sunni extremism. Sunni radicals would not settle for controlling Syria, 
but would also seek to expand into Lebanon (and possibly Jordan) to fulfill their 
ideological goals and go after Hezbollah and its Shi’ite supporters. Over the past 
year, Sunni jihadists have attacked Shi’ite interests in Lebanon on multiple occa- 
sions (the bombing of the Iranian embassy on November 19, 2013, was the most 
spectacular, killing 23 people and injuring dozens more). Hezbollah, with the help 
of the Lebanese army, has shown resiliency and has currently managed to contain 
the threat by battling with Sunni militants across the Syrian-Lebanese borders and 
in various areas in Lebanon’s northern region, and forcing many of them to retreat 
into Syria. But the fight is anything but over. Hezbollah is not oblivious to the risks 
and costs of its military intervention in Syria. Its leadership has calculated that, 
so long as the balance of power tilts in favor of Assad’s forces and the Syria-Lebanon 
border is largely secure, the costs of siding with Syria are tolerable. However, if the 
situation drastically worsens in Syria, the costs of supporting what could be a fall- 
ing regime will be much higher for Hezbollah. Therefore, it is possible the group 
will revisit its policy to defend its core interests — protecting its arms supplies, main- 
taining its military deterrent posture vis-a-vis Israel, and aiding Iran should it come 
under attack. 

Without the continuous support of Iran and Syria, Hezbollah would not have been 
able to dominate Lebanese politics, build a state within a state, and become a formi- 
dable regional force. But the same ties that have transformed Hezbollah and in- 
creased its powers over the years have also brought si^ificant costs to the organiza- 
tion in terms of lives, resources, reputation, and political standing both in Lebanon 
and the region. Hezbollah’s military intervention in Syria is a clear example of how 
the group’s strategic links to Damascus and Tehran, which have served it so well 
over the years, can also be a great burden. 

OPPORTUNITIES 

The existing tensions within Hezbollah’s camp are real, though they should not 
be exaggerated. Shi’a sentiment in Lebanon is still very much pro-Hezbollah and it 
would take a long time for Shi’ite dissent and dissatisfaction with the group’s entry 
into Syria to shake its grip on the community. After all, Hezbollah has been nur- 
turing these ties since 1982, providing the Lebanese Shi’a with social goods, a polit- 
ical voice, security, and a sense of empowerment. Nor is there a strong rival move- 
ment. Perhaps most important, the slaughter of minorities by the Islamic State and 
its bloodthirsty anti-Shi’ite rhetoric create a sense that Hezbollah had no choice but 
to aid Assad — that it was a case of kill or be killed. 

With every bomb that goes off in its stronghold — and with every loss of Shi’a life 
that is not caused by Israel-Hezbollah’s control of its support base could wane, but 
it will not drastically diminish.® Hezbollah’s relations with the Shi’ite Amal and the 


® Bilal Y. Saab, “Hezbollah Under Fire: Could the Bombing in Beirut Spell the End of the Shia 
Groups ” Foreign Affairs, November 19, 2013 https://wwwJbreignaffairs.com/articlesllebanonl 
2013-1 1-19 / hezbollah-under-fire. 
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Christian Free Patriotic Movement (FPM) are still robust. It is also possible that 
other Lebanese Christian political factions could strengthen relations with 
Hezbollah because they see it as a credible protector against Sunni extremists — if 
not the only one, given the relative weakness of the Lebanese army. The chances 
of a broader Hezbollah-Christian rapprochement in Lebanon are not great given the 
lingering mistrust, at least among the right-wing Christian factions, but they could 
increase should the Shi’ite party endorse the recent political initiative of Lebanese 
Forces leader Samir Geagea, which calls for the election of his old rival and FPM 
chief Michel Aoun as Lebanese president. Lebanon has been without a head of 
state — a position traditionally reserved for Maronite Christians — for nearly 2 years 
because its politicians have failed to resolve a broader political crisis that has para- 
lyzed the country. If it sanctions Geagea’s move, Hezbollah will be praised by an 
increasing number of Lebanese Christians for helping bring political relevance back 
to — and, in turn, ensure self-preservation of — a long-marginalized and beleaguered 
Christian community in Lebanon.® 

Assad’s fate notwithstanding, Hezbollah’s ties to Iran will likely remain intact, 
though the relationship will have to adapt to its changing environment. Unlike its 
pragmatic relationship with Syria, Hezbollah’s organic partnership with Iran is 
based on deep trust and shared values and interests. Hezbollah looks for ideological 
and strategic guidance from Iran’s Supreme Leader Ayatollah Ali Khamenei, who 
instructs his regime’s intelligence institutions and elite military units to work close- 
ly with Hezbollah. Hezbollah has acquired more autonomy from Iran since the 
1980s, and may currently be considered more of a partner than a surrogate, but the 
group still relies on Iranian training, weapons, and funding. While the overall num- 
bers are unknown, the group likely receives anywhere between $100 million and 
$200 million annually from Iran — and this number often goes up in times of need. 

The shared interest of these two actors ensures that this relationship will survive 
in some form, regardless of the outcome of events in Syria. However, how the Ira- 
nian regime responds to changing dynamics in Syria will directly affect Hezbollah’s 
future. Iran could instruct Hezbollah to continue the fight in Syria to try to main- 
tain supply routes and create new allies. Hezbollah could also see itself assume a 
greater regional role in the service of Iranian interests, to compensate for the loss 
of Syria (Iraq is one obvious place where it might act given Hezbollah’s long-stand- 
ing links to Shi’a groups there and Iran’s strong interests in Iraq). But all of this 
would come at the risk of overstretch, which could weaken Hezbollah at home. Not 
only would Hezbollah have to protect itself against a much more hostile environ- 
ment in Syria, but it would also need to potentially guard against opportunistic local 
political actors who could exploit its relative weakness. While Hezbollah offers many 
benefits to Iran, including loyalty to its revolutionary ideology and projection of 
Shi’ite power in Arab lands, its biggest value is its military arsenal, which could 
be used in the event that Israel launches a war against Iran. 

Hezbollah made war and war made Hezbollah. In conflict after conflict, the orga- 
nization has proven its prowess and shown itself a notch above other Middle East- 
ern militant groups — and even Arab state militaries. From 1985 to 2000, Hezbollah 
forces battled Israel in the security zone along the Israeli border, inflicting a steady 
stream of casualties that eventually led Israel to withdraw, marking the first time 
Arab arms defeated Israeli arms. Hezbollah has also launched rockets at Israel, and 
as the range of its weapons systems expanded, so did the concern of Israeli leaders. 
In 2006, Israel and Hezbollah fought for more than a month, with Hezbollah killing 
more than 160 Israelis — heavy losses for the small and casualty-sensitive Jewish 
state. During the fight, Hezbollah demonstrated its military strength, ambushing 
Israeli armored forces and maintaining a rocket barrage in the face of Israeli air 
strikes and ground incursion. Hezbollah’s population surged in the aftermath of that 
war, with its leader, Hassan Nasrallah, briefly becoming the most admired man in 
the Arab world. 

After the 2006 war and until the outbreak of the Syrian conflict, Hezbollah fo- 
cused militarily on Israel, as both sides feared another war would break out. Iran 
helped rearm Hezbollah, making it even more formidable than before and replen- 
ishing (and improving) its rocket arsenals. Hezbollah training camps have models 
of Israeli streets and the organization otherwise prepares its forces for taking on 
Israel. Hezbollah maintains a vast network of tunnels to hide its forces and rocket 
launchers as well as secure communications, all in preparation for an Israeli strike. 
Hezbollah has roughly 20,000 men under arms, of which 5,000 are elite fighters. 


® Bilal Y. Saab, “Back to Lebanon’s Future: The Political Revival of the Country’s Christians,” 
Foreign Affairs, January 26, 2016 https:! i wwiv.foreignaffairs.com j articles i lebanon j 2016-01-26 j 
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Hezbollah can call on thousands more in a pinch; it has deliberately kept the size 
of its forces limited to ensure a high level of training and commitment. 

Hezbollah began to intervene militarily in Syria in 2012. This was limited at first, 
but the growing desperation of the Assad regime forced Hezbollah to step up its in- 
volvement and justify its role. The Shi’ite group has sustained heavy losses, with 
perhaps a thousand dead and many more wounded, and veteran commanders count- 
ed among the casualties. Roughly 5,000 Hezbollah soldiers fight at a time, hut the 
organization regularly rotates its forces to spread the burden evenly. Nevertheless, 
to keep its numbers up, Hezbollah deploys younger recruits who are obviously less 
experienced in warfare. Hezbollah has also changed its tactics. In battles in and 
around the Sjrian town of Qusair in 2013, Hezbollah took heavy casualties as its 
forces directly assaulted dug-in Syrian rebel positions. In subsequent operations in 
the Qalamoun mountain area, however, Hezbollah forces slowly advanced and even 
let some rebels escape, in order to minimize further casualties. 

Hezbollah’s fighting experience in Syria, while costly in terms of lives and re- 
sources, has provided numerous military benefits. Hezbollah is now a larger fighting 
force by at least 20 percent (although 15 percent of the initial size is now operating 
in Syria), skilled in both conventional and urban warfare. The demands of war in 
Syria has made it more effective in recruiting soldiers from its own constituency and 
others, and subsequently in training them. Thousands of younger volunteers have 
undergone training in recent years in camps in southern Lebanon.'^ The training 
lasts anywhere between 2 to 3 months and focuses on street battle and counter- 
insurgency tactics. 


POLICY IMPLICATIONS AND RECOMMENDATIONS 

Hezbollah is exhausted and perhaps overwhelmed, but it also sees light at the end 
of the Syrian tunnel. Equally important, it does not seem like its adversaries, do- 
mestic and foreign alike, are in a position to take advantage of its present struggles 
or make its life more difficult. This makes Hezbollah’s uncertain transition from do- 
mestic hegemon to regional powerhouse less perilous and more achievable. 

In Lebanon, pro-Western and anti-Syrian politicians are unlikely to gain from 
Hezbollah’s travails. They are divided within, and have shown themselves unable 
to sustain mass support. Rather, it is militia leaders and extremists who are likely 
to grow more powerful. The more than 1.2 million Syrian refugees in Lebanon — a 
little more than a quarter of the total population — are a wild card. They might be- 
come radicalized, and their camps could become a sanctuary for fighters in Syria. 
It is even possible that, over time, they might become a violent player in Lebanon’s 
politics itself, as the Palestinians did before them. This is a particular concern for 
Hezbollah, as the majority of the refugees in Lebanon are Sunni Muslims who see 
Hezbollah as the friend of their enemy. 

In Israel, some in the government might see opportunity in launching a dev- 
astating attack against Hezbollah at a time when it appears vulnerable and over- 
stretched. The country’s military leadership also is keeping a close eye on the threat 
posed by the group’s new albeit modest presence in the Israeli-occupied Golan 
Heights. But most of Israel’s generals have no appetite for another round of fighting 
with Hezbollah. That is because they realize that the potential costs of such a mili- 
tary adventure and the risk of catastrophic escalation have dramatically increased. 

Hezbollah is battle-weary and it cannot easily take on a new foe, especially one 
such as the Israel Defense Forces (IDF). But it is also battle-hardened. As pre- 
viously mentioned, the group has learned new tricks, and it has been warning since 
the end of the last conflict in August 2006 that should there be another war, it will 
conduct cross-border operations — a new element to its military strategy.® Hassan 
Nasrallah’s threat to dispatch units into Galilee bolsters his previous carefully- 
phrased warnings of what Israel can expect from Hezbollah in the next war. Those 
include a vow in February 2010 to rocket Tel Aviv’s Ben Gurion airport if Israel 
bombs Beirut’s international airport, in addition to a declaration by Nasrallah 3 
months later that his group can and will attack shipping along Israel’s entire coast- 
line if the Israeli navy shells Lebanese infrastructure. That the range of Hezbollah’s 
rockets and missiles puts all of Israel in danger makes Nasrallah’s threats more 
credible. 

The border with Israel has been quiet since 2006, and the drain of the Syrian con- 
flict makes Hezbollah even more cautious. Israel, for its part, is trying to walk a 
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fine line. On the one hand, it wants to prevent transfers of Sjrian and Iranian arms 
to Hezbollah, particularly for systems like surface-to-air missiles, anti-ship cruise 
missiles, or even chemical weapons that might significantly increase the threat to 
Israel. To that end, it has at times attacked Hezbollah forces transferring weapons, 
leading Hezbollah to conduct limited attacks on the Golan Heights in response, 
using Syrian territory as a base. On the other hand, Israel is in no mood for a 
broader clash that could involve Iran. Too many strikes on Hezbollah, or forcing 
Hezbollah into a position where its political standing depends on a fight with Israel, 
would be a self-defeating action for Israel, bringing on the war it hopes to deter. 

Nevertheless, conflict might still break out: Few predicted the 2006 war, for exam- 
ple. Given that Israel regularly hits Hezbollah weapons shipments, the chances of 
escalation remain considerable. Israel might miscalculate about whether a par- 
ticular strike would result in escalation, while Hezbollah might think a limited re- 
sponse would not lead Israel to up the ante. Much would depend on the domestic 
political position of both the Israeli government and of Hezbollah, and neither one 
has shown much aptitude for understanding the other’s politics. In addition, 
Hezbollah has positioned its forces to help Iran deter Israel. Should Iran become 
embroiled in a conflict involving Israel, Hezbollah is prepared to act. Of all the un- 
knowns regarding the next war, the one certainty is that it will be of such mag- 
nitude and lethality that it will make the month-long confrontation of 2006 look like 
a Sunday afternoon stroll in the park. 

There is no end in sight to the conflict in Syria, and the growing sectarianism 
and risk of violence in Lebanon will put Syrian jihadists — not America or Israel — 
at the center of Hezbollah’s radar, regardless of its rhetoric. The military drain of 
keeping thousands of fighters in supply and well-trained will crowd out other orga- 
nizational priorities, and Hezbollah will be perceived as even more of a sectarian 
actor in Lebanon. Hezbollah will have to rely more on rockets and para-military ac- 
tivities as an asymmetric response. 

Hezbollah does maintain its capacity for acting internationally. In recent years, 
Hezbollah used terrorist tactics to respond to what it sees as Israeli aggression 
against itself or against Iran. For example, Hezbollah is suspected to have struck 
Israel and Jewish facilities in Argentina in the 1990s, in response to what it consid- 
ered Israeli escalation in the border war in Lebanon. Hezbollah also is believed to 
have attempted several international terrorist attacks against Israeli targets in Eu- 
rope and Asia after Israel allegedly killed Imad Mughniyeh in 2008, the Shi’ite par- 
ty s most senior military commander and head of external operations. 

Despite Hezbollah’s role in terrorism and anti-American rhetoric, the organiza- 
tion, by default, shares several interests with the United States — though both sides 
would be loath to admit it. Both actors are at war with the Islamic State and other 
Sunni extremists, and both want to prop up Iraqi Prime Minister Haidar Abadi’s 
government in Baghdad. Even within Lebanon, while Washington supports 
Hezbollah’s political rivals in the anti-Syrian March 14 coalition, it recognizes that 
Hezbollah is helping hold the country together, and that either an Islamic State ex- 
pansion or a descent into chaos would be worse than the status quo. Open coopera- 
tion, however, is politically out of the question and not desirable for both parties. 
Indeed, a slight shift could turn suspicion into conflict. 

The U.S.-led coalition in Syria is focused on Sunni extremists, and thus is indi- 
rectly helping the Assad regime, Hezbollah’s ally. Yet, if Washington decides to live 
up to its anti-Assad rhetoric and take on the Syrian regime as well as Sunni 
jihadists, it will also be taking on Hezbollah. Hezbollah’s hostility to Israel remains 
strong, another point of friction. In addition, Hezbollah is more in bed with Iran 
now than ever before, and any military action against Tehran must seriously factor 
in Hezbollah’s response. 

Any serious assessment of Hezbollah’s terrorist threat to the U.S. homeland, and 
whether it might increase or decrease following the lifting of international sanctions 
against Iran, must look at both the intentions and capabilities of the group. Nobody 
in the U.S. Government doubts the group’s terrorist capabilities. Indeed, there is a 
healthy appreciation within the U.S. intelligence community for what Hezbollah is 
capable of. But it is on the issue of intentions where there might be some debate, 
although the overwhelming majority of analysts and officials I have known and 
briefed on Hezbollah throughout my career concur that the group has no interest 
in striking on U.S. soil. 

While Hezbollah did hit U.S. interests in the region, it has never launched an at- 
tack on U.S. territory. Two main factors explain this record: First, Hezbollah’s inter- 
national activities are strictly controlled by Iranian paramilitary and intelligence 
agencies. Indeed, Hezbollah’s so-called external operations wing is an extension of 
the Iranian Quds Force. So, Hezbollah neither strategizes nor acts alone when it 
comes to global operations. It does so under the strategic guidance and close super- 
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vision of Iran. In short, the “Hezbollah international terrorism problem” is, essen- 
tially, an “Iran international terrorism problem.” In other words, with Hezbollah, 
unlike terror caused by the Islamic State and al-Qaeda, there is a clear return ad- 
dress, and it is Tehran. Second, Hezbollah has no interest in perpetuating terrorism 
directly against the United States, and is fully aware of both its limitations and the 
steep price it would pay for attacking the United States. This is a fight it has no 
desire in picking. 

Could the group’s calculus with regard to the United States change in the foresee- 
able future? A lot would depend on the evolution of relations between the United 
States and Iran. While there is some alignment of interests in the Middle East be- 
tween the 2 countries, and inter-governmental communication seems to be improv- 
ing following the conclusion of the Nuclear Deal, ties are still tense and unpredict- 
able due to high mistrust and many other conflicting interests in the region. Should 
relations take a dramatic turn for the worse over escalation following, for example, 
a grave incident at sea in the Arab Gulf; an inadvertent clash on the ground in Iraq 
or elsewhere; or a violation by Tehran of the Nuclear Deal — Iran, due to its massive 
conventional inferiority relative to the United States, might employ asymmetric 
tools and particularly terrorism to defend itself in the event of confrontation. 
Hezbollah could very well be one of those tools. But even under this scenario, 
Hezbollah would still weigh its options and think twice before deciding to take on 
the most powerful nation on earth. 

Hezbollah is officially designated by the U.S. Government as a terrorist organiza- 
tion. Therefore, there are clear constraints regarding what Washington can do with 
the party. In essence, the United States does not have a policy toward the group 
beyond refusing to directly talk to or deal with it. As I wrote almost 6 years ago,® 
the most effective strategic option the United States can and should pursue with 
regard to Hezbollah is containment. At the end of the day, the party is a product 
of Lebanon’s internal weakness; Iran’s intervention in Lebanese domestic politics; 
and the on-going conflict with Israel. The United States has neither the desire nor 
the capacity to solve all these complex problems on its own. The best thing it can 
do is continue to help build state capacity in Lebanon and bolster the country’s in- 
ternal strength by providing military assistance to the Lebanese Armed Forces. This 
process of state-building, should it produce tangible and lasting results, would ulti- 
mately weaken Hezbollah’s rationale for keeping its arms. 

Mr. King. Thank you, Mr. Saab. 

I thank all of you for your testimony. 

My first question will be to you, Mr. Saab: Do you think it is just 
that Iran is just a patron of Hezbollah? I mean, how much control 
does Iran have over Hezbollah? Assume there is a crisis between 
the United States and Iran. Could Iran direct Hezbollah to carry 
out an attack? 

You said Hezbollah, it would have to decide whether or not they 
want to take action against the United States. How much leeway 
would they have if Iran came down and said, “We want you to do 
this?” 

Mr. Saab. That is an interesting question. I believe that, over 
time, Hezbollah has gained some kind of autonomy from its main 
patron, but only on specific issues. Those do not include global op- 
erations. So, on those issues, I would say there is a lot of room for 
maneuvering for the organization, politically, inside Lebanon. They 
run their own show in Lebanon, to be honest. 

As far as regional interventions and the intervention in Syria, I 
would say there is significant pressure coming from Tehran, asking 
it to intervene on its behalf to save the regime of the Syrian presi- 
dent. 

As far as global operations, I would say they work in consulta- 
tion, very, very closely. If they were to be asked to intervene glob- 
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ally on their behalf, I would say that, yes, they would think about 
it twice. 

But, at the end of the day, the partnership is too strong. This 
source of support is so crucial for its own survival and its own well- 
being, that I would suspect, at the end of the day, that they would 
basically accept whatever the Iranians would ask them to do, on 
a global level. 

Mr. King. Could that include an attack on the homeland? 

Mr. Saab. It is gonna be a tough decision, but if it really comes 
down to this, and we witness a serious escalation of relations be- 
tween Iran and the United States, there is growing regional insta- 
bility, everything is at stake, I suspect so, sir. 

Mr. King. I would like to, I guess, ask all of the witnesses this. 
As I said, I opposed the Iran agreement. But, quite frankly, I 
thought we would at least see 6 months to a year of good behavior 
on Iran’s part, at least to go through the motions to show that 
there was some salutary effect from this agreement, that Iran was 
going to try to become a respected member of the community of na- 
tions. 

Yet, as you mentioned, they seem to be going out of their way, 
you know, since the agreement was reached, to almost provoke the 
United States, probably most notably with the seizure of the sailors 
and then today, I said, you know, the release of the photos. 

First of all, I will ask you, were you surprised by that? Second, 
what is their intention in doing this? 

Mr. Kahn. Well, thank you for that question. Unfortunately, I 
am not surprised by that. I think there is, actually, a very simple 
reason that Iran has continued its aggression, because I think it 
knows that it can do so. They know that they are unlikely to suffer 
meaningful consequences for doing so. 

After all, Iran now has extraordinary leverage over us. They un- 
derstand how important the Nuclear Deal is to us, and they know 
full well that we will take dramatic steps to ensure its survival. We 
will be willing to tolerate an extraordinary amount of aggression on 
its part, if we had to choose between the deal and stopping its re- 
gional aggression. 

So I think Iran has recognized that, and I think its ruthlessly ex- 
ploiting it. So I don’t think this should really come as too much of 
a surprise. 

Mr. Berman. I agree completely with Mr. Kahn. I think there is 
an argument to be made, even if one is a proponent of the Nuclear 
Deal, that it could have been negotiated more judiciously, to spread 
out the economic benefit that Iran receives over the lifetime, over 
the next decade, the lifetime of the agreement. 

As it stands, Iran has received, already, and is receiving the 
lion’s share of economic benefit from the JCPOA, both in terms of 
the near-term cash infusion of the $100 billion that have been re- 
leased, but also of the rush by countries in Europe and countries 
in Asia to re-engage with Iran on non-oil trade, which is going to 
stabilize the Iranian economy further, as we move into the future. 

This provides, I think, economic backing for precisely the polit- 
ical calculus that Mr. Kahn talked about, which is that the Ira- 
nians understand that, while empirically they are the weaker party 
in this negotiation, for political reasons the administration is far 
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more invested in the preservation of this agreement then the Ira- 
nian regime, itself, actually is. As a result, they feel like they can 
act with relative impunity. 

Mr. King. Mr. Saab. 

Mr. Saab. Mr. Chairman, I have little to add to those excellent 
responses. I would just emphasize the fact that, you know, the Ira- 
nian regime has had some interesting divisions within it. 

I wasn’t really surprised by what happened with the sailors, be- 
cause those types of activities — and its — typically, its regional in- 
volvements and its foreign policy are — is controlled by, I hate the 
terms, hardline and moderate. It is all relative. It is more like 
those who really oppose the deal and those who endorse it. 

Those still control Iranian foreign policy. How that tension plays 
out in the foreseeable future is something really worth watching, 
for sure. 

Mr. King. Okay. Mr. Higgins. 

Mr. Higgins. Thank you, very much. 

First on the issue of the Nuclear Deal, and I think, however im- 
perfect it is, the objective is something that everybody agreed with, 
and that is bolstering deterrents, keeping Iran from having that 
breakout capability. 

Prior to the deal, it was estimated that the breakout time was 
a couple of months. Under the deal, it appears to be about a year, 
perhaps more, over a 15-year period. A lot of speculation, justifi- 
ably so, and skepticism about what happens after that 15-year pe- 
riod. 

A couple of notes on that. Dennis Ross and David Petraeus ad- 
vanced an argument that the administration should provide Israel 
with additional weapons, toward the goal of bolstering deterrents 
in the region, keeping Iran in check, relative to what their regional 
ambitions may be. 

In doing so, they specifically referenced a 30,000-pound massive 
ordinance penetrator, otherwise known as MOP, and the means to 
carry it, be it a B-2 or a B-52. First of all, your thoughts on that? 
Anybody or everybody. 

Mr. Kahn. I think that would be a wise course of action. As I 
said, Iran is doing what it is doing, because it knows and it feels 
that it is in charge. It feels that it can get away with it. 

I think, if we are going to effect a change in Iranian behavior, 
we need to change their cost-benefit analysis. We need to send 
them the message that there will be meaningful consequences for 
their actions. 

I think, to raise those stakes for them, to send them that mes- 
sage, I think it would be very wise for us to empower and strength- 
en our allies in the region, such as Israel, in order to tell them 
that, if they do try something aggressive, there may very well be 
significant consequences. 

Mr. Berman. Congressman Higgins, I take your point on the Nu- 
clear Deal and, sort of, the comparative merits and the flaws there- 
in. I would only point out that, as I try to lay out in my written 
statement, what we are looking at is a deal that has a scope that 
is intended by the administration to be tactical and, yet, benefits 
for the Iranian regime that are truly strategic in nature. 
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That imbalance, I think, empowers a great deal of the skepticism 
about the long-term benefit of the deal, vis-a-vis the balance be- 
tween the United States and Iran. The second point, on the addi- 
tional weapons for Israel, I concur, as far as it goes. However, that 
doesn’t amount to a strategy for dealing with Iran. 

Certainly, it is necessary to provide reassurances to not only 
Israel, but also our allies in the Gulf, that they are more capable 
than they were before of preventing rising Iranian aggression or 
rising Iranian adventurism. 

But that shouldn’t be seen as a substitute for having a strategy, 
an American strategy, for managing the consequences of the deal, 
because, while the debate over the agreement, as you know, in this 
chamber and in others, over the summer, was very rancorous, the 
deal has passed. 

We are now looking at a situation where, over the next several 
years, the impact of the agreement is going to put certain Iranian 
behaviors into play. Our job, I believe, is to track those behaviors 
and to craft a strategy to respond to them. Such weapon supplies 
may be part of that strategy, but they are not the sum total. 

Mr. Saab. Fully agree with Mr. Berman’s assertion. I would like 
to remind you, Mr. Higgins, that, you know, Iran is conventionally 
inferior, in many ways, relative to our partners in the Gulf and 
also to Israel. They feel, one of the missile defenses in the world, 
even though Iran’s ballistic missile capabilities are growing. 

I think that there is a good understanding among officials in the 
Department of Defense that deterrence on that level is working 
just fine. Now, where we have done not a very good job is at deter- 
ring Iran from actually using its asymmetric tools in the region. 
Now, they have been pretty good at that. 

That requires, exactly like Mr. Berman said, a comprehensive 
strategy. They have been quite effective at it for a very long time, 
and there is a reason why they use it. It is because, once again, 
they are inferior when it comes to conventional capabilities. 

A lot of ways that our partners in the Gulf could respond to that. 
I think it starts, really, with internal strength, building their spe- 
cial operations forces. I think they finally get it. Mr. Carter has 
been emphasizing this for quite some time. His message has been 
well-received. But it will take time. It will take time, because they 
are not really used to that. 

Mr. Higgins. Yes. Let me ask you this. You guys are relatively 
young, you know, well-schooled in this region, its politics, its his- 
tory. You don’t buy the argument that Iran has the potential to 
change over the next 10 years? 

I mean, you really look at the hardliners, which is not a majority 
of the population, but they probably, at the moment, disproportion- 
ately influence the politics of Iran and how that is communicated 
to the Western world. 

But there is also an argument that Iran, a population of 80 mil- 
lion people, feels humiliated the rest of the world has moved on, 
beyond them, fairly well-educated, young. 

You know, Rouhani, he really is a reformer. Now, I am not say- 
ing that, you know, a reformer within, you know, the Western tra- 
dition, but clearly a reformer. He ran against the policies that cre- 
ated sanctions in the first place. The Supreme Leader, Khamenei, 
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certainly could have forced a runoff, given the corrupt nature of the 
politics in Iran. He didn’t. Rouhani was elected and said that the 
economic situation was even worse than he thought it was, as a 
candidate, upon taking election, taking office. 

So I just think, you know, it is not, you know, it is not black and 
white. There are no absolutes there. You know, there is — you know, 
I think you have gotta take a nuanced approach to it. 

You listen to the young scholars coming out of Iran, they speak 
of an Iran that wants to be part of the rest of the world, economi- 
cally, culturally, and otherwise, because, you know, social media, 
Twitter, the internet is not only used for, you know, organizational 
purposes, in helping to create revolutions, but, also, for aspirational 
purposes. 

So, even more, young people are seeing how everybody else is liv- 
ing, and they want to be part of that. So I think we are at a real 
critical time in Iranian history and politics, as to what Iran is 
going to be in the next 10 years. 

Just a final thought on this. I saw where, you know, the father 
of the revolution, his grandson was trying to get into the general 
assembly, which selects the supreme leader. He was rejected, 
Khomenei. They said that he was too young and too inexperienced. 
The average age of the assembly that selects the supreme leader 
is 80. 

Well, at the conclusion of this Nuclear Deal, Iran could be a very 
different place, with different leaders who have a different view of 
what, ultimately, Iran wants to be in the future. 

I know I went over. 

Mr. Kahn. I think you raise a very important question, but I 
think if you look at how events have actually unfolded, since Presi- 
dent Rouhani has came to power, there is really very little evidence 
to suggest that he is a reformer in any meaningful sense. 

Human rights abuses in the country has, arguably, gotten worse 
over the least 2 years. Iran still executes more people per capita 
than almost any other country in the world. There has been no im- 
provement, in terms of freedom of speech, in terms of freedom of 
religion. 

Iranians are still routinely imprisoned, in Iran’s notorious pris- 
ons, for simply speaking their mind, for practicing their religion, 
for criticizing the regime. These are things that are still the norm 
in Iran today. 

So I don’t see it. So, despite the image that I think President 
Rouhani has taken great pains to cultivate during this time, as a 
reformer, the policies in the regime have really not reflected that 
aspiration. 

I would also point out that, even if President Rouhani were in- 
clined to make the kinds of reforms we would like to see, his ability 
to do so is actually fairly limited. The chief entities responsible for 
Iran’s regional aggression and domestic oppression is the Islamic 
Revolutionary Guard Corps, also known as, basically, the regime’s 
Praetorian Guard. 

They don’t report to President Rouhani. They report to Supreme 
Leader Ali Khamenei. In the end. President Rouhani’s power is, 
really, as a result, very fairly limited. Therefore, I think it is a mis- 
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take to suggest that the current regime has really changed in any 
way. 

I see very little evidence to suggest that that change is really on 
the horizon. I think, in fact, when you look at how the regime — 
the regime’s aggression has increased hoth domestically and 
abroad, just in the 7 months since the Nuclear Deal, I think that 
creates a very grim picture. 

I think it is, unfortunately, a warning of things to come, to which 
I would also add one final point, which is that, you know, over the 
last 7 months, Iran really had every incentive to stay on the good 
side of the international community, because they hadn’t yet re- 
ceived sanctions relief. 

So you would have thought that, given how much of an incentive 
they had to stay on the good side of the West, they would have, 
perhaps, restrained themselves. But, in fact, they have not done so. 

I think that begs the question, if they are willing to provoke us 
in this way, when they have every incentive to not do so, how much 
more so are they going to be willing to provoke us when they have 
already received their sanctions relief and our economic leverage 
has dramatically diminished? 

Mr. Berman. Mr. Higgins, if I may, I agree completely that Iran 
finds itself either in the midst of or at the cusp of a critical time, 
but I would focus on slightly different data points in explaining my 
views on this. 

Iran is a country of 81 million people. Two-thirds of the Iranian 
population is under the age of 35, which means that they weren’t 
alive at the time of the Islamic Revolution. It means that the ideo- 
logical consistency of the regime wanes over time, the more people 
are born that do not recall Ayatollah Khomeini and the founding 
of the revolution. 

This is significant, because what you saw in the summer of 2009, 
after the re-election of Mahmoud Ahmadinejad to the Iranian presi- 
dency, was really a groundswell of potential transformation, right? 
We are on the — we are hoping that this Nuclear Deal will precipi- 
tate lightening to strike twice, essentially, to sort-of to catalyze this 
sort-of grassroots movement. 

But, if we look at what the Iranian regime, itself, is saying and 
is doing, it is very clear that they view the agreement not as a ve- 
hicle for reconciliation or moderation, but as a vehicle for strength- 
ening precisely that ideological regime that is increasingly aged 
and increasingly rickety. 

As a result, you are seeing the emergence of an increasing strain 
of ultra-nationalism within Iran. The debate is not between 
reformists and conservatives within Iran. It is between strains of 
conservatives within Iran about the true position of the Islamic Re- 
public. 

The consensus in their debate rests squarely on the fact that 
Iran should be, by its rights, by its historical destiny, a regional 
pole of power. The Iranian regime, irrespective of the tactical rhet- 
oric that it assumes, is acting on that conviction, in the macro 
sense. 

Mr. Saab. Very briefly, Mr. Higgins, the story of Iran really is 
nothing but tragic. The fact that, as you very well-described, the 
population is — I don’t have the most recent polls, but predomi- 
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nantly pro-Western, excited about the world, and everything that 
it offers, and then a leadership that has hijacked the country since 
1979. 

It is hard to really see a scenario, any time in the foreseeable fu- 
ture, where leadership becomes, you know, more cooperative, less 
hard-line in its policies, both at home and abroad. You know, if 
there were to be some types of changes of the leadership becoming 
less ideological, but still, obviously, problematic in many ways, I 
think a realistic scenario, and even that is still far-fetched, would 
be something resembling the Chinese system, less ideological, more 
open economically, but, of course, still, at home, politically closed. 

You know, an X factor, which Mr. Berman has mentioned, is 
the — Mr. Khamenei, himself, the leader, the Supreme Leader, 
should he pass sometime soon, that is gonna create a major shock 
to the system. How that will unfold, I think, is definitely worth 
watching. 

Mr. King. Several more questions. 

Brian, I know you have to leave. Did you have any more ques- 
tions you want to ask? 

Mr. Higgins. No, I am good. Thank you. Thank you. 

Mr. King. Okay. Thank you. 

On the question of Syria, assuming that what the administration 
is looking for is that negotiations do go forward, that Russia has 
an influence in removing Assad or somehow getting Assad out of 
the picture, or at least wants to do that, how much control do you 
think Russia would have over Iran and Hezbollah, and bring that 
about, if Hezbollah did realize, or did see that it may lose a center 
of its operations by having Assad moved out? So, I guess, we will 
go across. 

Mr. Kahn. Thank you for that question. I think it is important 
to recognize what Iran’s goals really, in Syria and Iraq, are. For 
Iran, it is not simply a question of Sunni versus Shiites, with re- 
spect to that conflict. For Iran, it is also — a key part of that conflict 
is not about defeating ISIS, per se, but really, it is a matter of ri- 
valry. They are seeking control of the same territory. 

That is the key reason why Iran is involved in this conflict right 
now. That is the key reason that it is supporting the Assad regime. 
For Iran, the Assad regime provides the key foothold for its pres- 
ence in — for its influence and presence in the Levant. It provides 
the avenue for which it can support Hezbollah. 

Without that regime and without that ability, Iran’s ability to 
exert leverage in the region, to which conflict against Israel would 
be dramatically reduced. So, I think that what we can expect to see 
over the coming weeks and over the coming months is Iran’s con- 
tinuing effort to ensure that the Assad regime remains in power for 
as long as it can. 

I mean, I think it is not a coincidence that it was only 10 days 
after the nuclear agreement was signed, on July 14, 2015, that 
Qassem Soleimani, the commander of the IRGC Quds Force, trav- 
eled to Moscow to, perhaps, arrange and to have discussions about 
Russia’s involvement in the region and its participation in the civil 
war. 

It is not a coincidence that it happened so shortly after the Nu- 
clear Deal, because Iran understood that the Nuclear Deal was 
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going to give it room to expand its circle of operations and to deter 
meaningful consequences for its actions, given the leverage that the 
Nuclear Deal provided it. That is, of course, in addition to the sanc- 
tion relief that the Nuclear Deal gave it. 

So, I think, in the coming months, we will expect to see Iran’s 
and Russia’s partnership continue. That, of course, I think, will be 
very harmful, of course, and, really, serve to really prolong the civil 
war in Syria in a way that I think is very much — is very contrary 
to our interests and to the stability of the region. 

Mr. King. I can see what Iran wants, and my own belief, it is 
probably likely to go in the direction you are talking about. I guess, 
I am saying if, for whatever reason, Russia, for its own interests, 
decides that Assad should go, would Iran and Hezbollah — what 
would they do in that case? 

I — ^basically, Iran has brought Russia in, or has encouraged Rus- 
sia to be involved. What would they do if Russia, in effect, you 
know, goes to a policy which is against Iran’s and Hezbollah’s in- 
terests? We can go down the line. Mr. Kahn, you want to 

Mr. Kahn. Sure. I think we can expect to see that Iran is going 
to try to back the Assad regime, really, for as long as it can, re- 
gardless of Russia and Hezbollah’s actions, because, as I said, for 
Iran, Syria is its foremost client. It is its most important regional 
partner, and it is the key mechanism for which influence — to exert 
its influence in the region. 

I think, if the Assad regime were to fall, from Iran’s perspective, 
that would be a catastrophe. I don’t anticipate that simply if — obvi- 
ously, if Russia were to withdraw its support for the Assad regime, 
I think — I don’t think Iran would be particularly pleased about 
that. But I don’t think it would necessarily, simply to please Rus- 
sia, I don’t think it would necessarily change its goals. 

Mr. King. Mr. Berman. 

Mr. Berman. Mr. Chair, so, let me try to tackle this 

Mr. King. Sure, yes. 

Mr. Berman [continuing]. Slightly differently, from the Russian 
perspective. I think it is necessary to understand that Russia, in 
Syria, is operating from a rather complex set of variables that it 
is trying to solve. One of them, an overriding one, which doesn’t get 
a lot of press, is the fact that Russia has its own Islamist problem. 

Fully a quarter, the Russian Intelligence Service estimates, fully 
a quarter of the foreign fighters that have joined the Islamic State 
to date are either from the Russian Federation, itself, or from the 
countries of the former Soviet Union. 

Russian is now the third-most popular language within the Ca- 
liphate, after Arabic and English. So, for the Russians, I think the 
strategy is, at least in part, to go abroad and fight those jihadists 
there, rather than wait for them to come home. 

At the same time, the Russians are affected by what Iran is 
doing. It is not a coincidence that in the months running up to 
Qassem Soleimani’s trip to Moscow, to visit with Vladimir Putin, 
the Syrian regime had lost something like one-sixth of its territory, 
of the territory that it held. 

Simply put, Iranian support was insufficient for Assad to hold 
the line, and Russian assistance was necessary. So, this, I think, 
sets up a paradigm, by which the Russian government is involved 
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in Syria in a way that, at least in the near term, is intended to 
prop up the Assad regime. 

Over the longer term, the Russians want a settlement, whether 
Assad is part of it or not, that is favorable to their interests, includ- 
ing to their Islamist problem. Whether or not that mitigates in 
favor of continued Russian-Iranian cooperation over the long term, 
over Syria, I think remains to be seen. It certainly is generating 
cooperation now, and there may be competition later. 

Mr. King. Thank you. 

Mr. Saab. 

Mr. Saab. Very briefly, Mr. Chairman. What are the Russian red 
lines and what are the Iranian red lines in Syria? I am not an ex- 
pert, really, on Russia, but I will just provide some thoughts. 

For the Iranians, I really think it is a friendly regime in Damas- 
cus that preserves the supply lines to Hezbollah and the weapons 
depots that it has stored inside Syria. It is really crucial for the 
Iranians for Hezbollah to play a potent military deterrent role vis- 
a-vis Israel, and the Syrian connection is quite important. 

I think the Syrian president is quite salvageable. I don’t think, 
really, it is critical for the Iranians, or the Russians, as a matter 
of fact, for him to stay in power. It is just that, for now, it is much 
easier to keep him, because he has preserved their interests quite 
nicely. 

If there were to be an alternative that would provide the same 
set of services, I think that they would be amenable to that, of 
course, on the condition that the price that they are asking for 
would be met. 

What are the Russian red lines? I agree with Mr. Berman. I 
think it is a government in Damascus that fights terrorist groups, 
to have links to rebels in Chechnya. Any other consideration, real- 
ly, is a preference of Russia, not really a core priority. 

There has been this argument that we might have, you know, 
the capacity to try to create a wedge between the Iranians and the 
Russians in Syria and try to exploit any gap between the two. 
Quite frankly, we haven’t done a very good job at it thus far, for, 
I think, two reasons. 

One, it is not that easy, really, to define and identify what is the 
gap between the two. I think there is a nice division of labor here, 
between the Iranians and the Russians, in terms of their activities 
in Syria. One is committing ground troops, the other is, obviously, 
by air power. 

There seems to be quite an intense consultation between the 2 
countries about the future of the country, as Mr. Berman has de- 
scribed. 

Mr. King. Thank you. 

If I could bring you back to the United States. I guess it was 
2011 when there was the attempted — or the planned attack in 
Washington on the Saudi ambassador and blowing up the res- 
taurant, et cetera. 

Has there been any conventional wisdom among the intelligence 
community, excuse me, that Iran would not attempt an attack here 
in the homeland? Obviously, there was one at that time planned. 
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Do you see circumstances in the immediate future, or even in the 
near future, where Iran would be willing to carry out an attack on 
the U.S. homeland? 

Mr. Kahn. I think what we could expect to see more is an effort 
on Iran’s part to engage in more incremental provocations. I don’t 
think Iran is necessarily interested in triggering the kind of con- 
flict — or to say engaging in a provocation that would force the 
United States to — that force it politically to have a strong response. 

I think what we will see, instead, is a sense of a symmetry, of 
a symmetric conflict. In other words, if you look at the kind of 
things Iran has been doing, over the last 7 months, from the bal- 
listic missile tests to the captures of the U.S. sailors, these are ac- 
tions that are an effort to humiliate the United States, to exert its 
authority, to say that the United States is not going to be able to 
influence them. 

But they are not the kind of things which are, necessarily, going 
to trigger a full-scale conflict. I don’t think Iran is, necessarily, in- 
terested right now in having that kind of full-scale conflict. 

So I think what we — is more likely is that we are going to con- 
tinue to see more like a war of attrition, smaller-scale steps that 
would wear down the United States over time without triggering 
a kind of full-scale conflict. 

Having said all that, you know, you never know. It is certainly 
possible that Iran could miscalculate. It is certainly possible that, 
if there is a new — the next president will have a different sense of 
strategic calculations, in terms of the way it wants to respond to 
Iran. That, in turn, could affect Iran’s calculus. 

So I wouldn’t rule anything out. I think we can expect to see Iran 
not take the kind of steps that would be too spectacular or too cata- 
strophic, but one which would still keep the United States on its 
toes and threaten its interests in the region in a very provocative 
way. 

Mr. Berman. Mr. Chairman, I actually think that that is one of 
the most germane questions to ask in the context of the authorities 
of this committee, of this subcommittee. As we are looking at Iran’s 
capabilities to hold American interests and hold the U.S. homeland 
at risk, I think it is necessary to go back to that incident that you 
mentioned, the October 2011 attempted assassination of Saudi 
envoy Adel al-Jubeir, here in Washington. 

The debate that was generated, as a result, centered, I think, a 
great deal on Iranian decision making. How — what was Iran doing? 
Was this simply brinksmanship? Did Iran miscalculate? I think 
that is a fundamental misreading of how the Iranian Supreme 
Leader wields power. 

The Iranian supreme leader is not a micromanager. He is a bal- 
ancer. You see this, as he plays off different factions within his own 
body politics, but you also see this by — because the Iranian mili- 
tary, both the conventional military, the Artesh, and the clerical 
army, the Revolutionary Guard, tend to act in ways broadly con- 
sonant with what they think the supreme leader wants. 

The attack against — or the attempted plot to assassinate Adel al- 
Jubeir was carried out by elements of the Revolutionary Guard, 
resident in Latin America, working through the Los Zetas cartel in 
Mexico. 
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That was not an order that was dictated down from Tehran, but 
it was certainly an order that was inspired by what the regional 
IRGC commanders thought the supreme leader wanted. 

I think, this gets us to where we are today. What I am concerned 
about, looking at the track record of Iranian behavior since the pas- 
sage of the JCPOA, is that it hasn’t instilled a climate of coopera- 
tion, of reconciliation with the West. It has instilled a climate of 
defiance. Iran is trying to demonstrate that it is a regional 
hegemon and is willing to act globally against American interests. 

In that climate, it is very possible that elements, operational ele- 
ments of Iranian proxies, including Hezbollah, may take it upon 
themselves to try to operationalize what they think the Supreme 
Leader wants. 

The potential for miscalculation and the potential for danger 
there, I think, is probably more significant than we acknowledge. 

Mr. Saab. Well, as you know, Mr. Chairman, the intelligence 
community will tell you that we can’t predict the future, but we 
can try to reduce the uncertainty. So it is, certainly, not unthink- 
able that this would happen, but I would still say that is unlikely, 
for a number of reasons. 

As I mentioned in my earlier testimony, it is primarily something 
like this would happen as a result of really massive escalation in 
political relations between Iran and the United States. Let me just 
mention a couple of scenarios. 

Maybe an incident at sea, in the Iranian Gulf, that would esca- 
late. All of a sudden, it is existential stakes for Iran. It would lash 
out. Given its massive conventional inferiority, it would use ter- 
rorism, whether it is in the homeland or core tl.S. strategic inter- 
ests abroad. 

Maybe an inadvertent clash on the ground in Iraq or elsewhere, 
or maybe even a clear violation by Iran of the Nuclear Deal. Of 
course, we would have to respond to that. Then one thing leads to 
another. 

What happened in Washington with the attempt at the life of the 
Saudi ambassador, quite frankly, to me, it was very surprising. It 
was a very bold operation. Thank God, it was foiled. Could this 
happen again? Possibly. 

It is not really an insignificant detail to say that the target was 
not a U.S. strategic target. It was a Saudi official. Of course, again, 
in Washington, in a very crowded area, which, once again, was 
very surprising to me, the fact that they had decided to pull that 
off in the heart of the capital. 

But this is, once again, this is a very pragmatic regime that is 
very much aware of its own vulnerabilities and its own limitations. 
Now, could the voices that are the most extreme in Iran call the 
shots for something like this? It is certainly possible, but, once 
again, I would say it would result following clear and very dan- 
gerous escalation between the two sides, over a number of sce- 
narios that I just mentioned to you. 

Mr. King. At least publicly, there has been the consensus in the 
intelligence community and the law enforcement community, I be- 
lieve, that Hezbollah, in this country, is mainly fundraising, at this 
stage, that they are not overtly planning attacks within the United 
States. 



46 


Assuming, for whatever reason, let’s say there was a number of 
top Iranian officials were killed and the Iranians believed the U.S. 
was behind it, or the world thought the United States was behind 
it, is there a button they can press to unleash Hezbollah on this 
country? 

In other words, is Hezbollah — do you believe there are Hezbollah 
elements in this country, who could respond to an order from Iran? 
Attack within this country, not our interests overseas, our interests 
here? 

Mr. Saab. Sure. Their presence has been well-documented. I am 
very well aware of what law enforcement agencies in the United 
States have been laser-focused on Hezbollah’s presence, whether it 
is sympathizers or members. Really hard to tell a difference some- 
times. 

Once again, I really cannot speak with any degree of confidence 
to what extent, you know, Hezbollah would be willing to perpetrate 
such an escalatory act of political violence in the United States. 

I would suspect that the preferred course of action that Iran 
would pursue would be an attack outside the United States, just 
because it is less escalatory. At the end of the day, there is a very 
clear return address, as far as Iranian terrorism, unlike, you know, 
the Islamic State, al-Qaeda. It is like chasing shadows. With Iran, 
it is very clear. We know where it is coming from, and they know 
that we know. 

So, this type of understanding, in some ways, limits what they 
can do. But, once again, who knows what minds will prevail in 
Tehran. It is really hard to tell. This is a very opaque regime. 
Frankly, it is beyond my area of expertise what Hezbollah’s inter- 
national activities are. 

I tend to agree with you, that, primarily, their presence in the 
United States and the activities that they are engaged in is fund- 
raising. But I have heard, and I have read about, a lot of the crimi- 
nal and illegal activities, not just in the United States, but, as Mr. 
Berman said, in Latin America and in Africa and in other places, 
as well. 

This is quite a sophisticated network, and they have been trying 
to build it for some time, and, I would say, with some success. 

Mr. King. Mr. Berman. 

Mr. Berman. I think I tend to concur. It is certainly unlikely, but 
I don’t think you can rule out the possibility. Also 

Mr. King. Would they have the capacity, I guess, if they did 
want — if they were ordered to do it, and they wanted to do it, do 
they have a capacity to carry out attacks here in the United 
States? Hezbollah? 

Mr. Berman. I think so, to a limited extent. What concerns me 
is, and as I have written in my written statement, a sanctions-con- 
strained Iran succeeded in either supporting or instigating at least 
3 separate plots against the U.S. homeland, including involving 
Hezbollah operatives, over the last decade. 

So, as we move forward in time, we do have to be wary of the 
potential for this level of activity to increase, as a result of inci- 
dents: Incidents that happen abroad, diplomatic incidents, a break- 
down of nuclear negotiations, but also of incidents that may become 
more likely, as a result of increased Iranian capabilities. 
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As Iran receives the economic benefits of reintegration into the 
global community, it is, I think, a very strong possibility that there 
will be a trickle-down effect for its terror proxies, including 
Hezbollah. 

If Hezbollah is postured globally, including in the Western Hemi- 
sphere, as I think you have heard testimony to that effect, I think 
we need to be worried about what that does for Hezbollah’s latent 
potential against the U.S. homeland, as well. 

Mr. King. Mr. Kahn. 

Mr. Kahn. I concur with my colleagues, and I don’t, necessarily, 
have that much to add, except to say that I think, again, how the 
United States postures itself towards Iran over the course of the 
implementation of the agreement will have a very big impact on 
how Iran calculates to what degree it will be able to survive and 
withstand a potential aggressive act against the United States. 

The more Iran feels confident that it can get away with such be- 
havior, or that the United States lacks the resolve to engage in a 
meaningful response, I think the more likely it becomes that Iran 
is going to be willing to risk that kind of provocation. 

Now, again, I can’t, you know, predict the future. Certainly, any- 
thing is possible. But I think that just, again, reinforces the need, 
on our part, for the United States to send that message to Iran 
that, should it engage in any provocation, we will respond. 

To the extent that we fail to send that message, I think it in- 
creases the likelihood of further aggression. 

Mr. King. Mr. Saab, you wanted to add? Yes? 

Mr. Saab. Two things, very, very briefly. It is a very clear yes 
on the issue of capabilities, in case I wasn’t clear on that. As I men- 
tioned in my testimony, Hezbollah’s international activities are an 
extension, at the end of the day, of Iranian paramilitary and intel- 
ligence agencies. Those are quite capable, themselves. 

I think there is a very healthy appreciation in the U.S. Govern- 
ment for what Hezbollah is capable of, only because of its connec- 
tion to Iranian paramilitary organizations. 

Mr. King. Okay. This will be my last question. It is for Mr. Saab, 
and either of you can comment on it, also. 

I think, in answer to a question before, you said Hezbollah real- 
izes that if they did confront the United States, that we could wipe 
them out or eliminate them. How could we do that? I am glad to 
hear that, but how would you see that being done? 

Mr. Saab. Well, at the end of the day, Hezbollah relies, as I men- 
tioned before, on two critical sources of support. Those would be the 
relationship with Iran and a relationship with the support base. 

We, obviously, have to balance between our own interests in Leb- 
anon as a whole, as a country, and also our own policy or approach 
with regards to Hezbollah. Now, you know, we should ask the 
Israelis. There has been on-going conflict between Hezbollah and 
Israelis for — since 1982. There has been a lot of tactical successes 
by the Israelis against Hezbollah. 

They have been trying to disarm the organization for a long time, 
but they have not been successful, for a number of reasons. I mean, 
this is a very deeply-rooted organization within the country. 

I think what the United States could tackle very effectively is the 
issue of global operations, because the dialogue, and I mentioned 
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before, the return address is Tehran. But, in terms of its own pres- 
ence inside the country, it is gonna be very difficult for the United 
States to really mount policies that would reduce its popularity, 
that would disarm it. 

I mean, at the end of the day, this is quite a massive military 
arsenal. As I mentioned, the several confrontations with Israel over 
the past few years, with 3 high-intensity military conflicts in 2006, 
1996, 1993, none of them have actually led to the disarming of the 
organization. As a matter of fact, have made the organization even 
stronger. 

So the United States can effectively tackle the issue of terrorism 
through Iran, but, in terms of its own local position, its own — in 
terms of its regional influence and all that, I mean, that is going 
to require quite a comprehensive strategy that the United States 
has not formulated, thus far. 

Mr. King. Mr. Berman. 

Mr. Berman. I tend to disagree, Mr. Chairman. I think it is, 
while an optimistic idea, it is rather an impractical one to assume 
that we can root out Hezbollah, root and branch, and, sort-of, dis- 
mantle the organization. 

I would say that there is considerable merit to focusing on, as 
Mr. Saab said, to focus on the global activities portion of what 
Hezbollah is doing. In particular, in the context of the Western 
Hemisphere, Hezbollah has vacillated between being an appendage 
of Iran, a narcoterrorist organization, and somewhere in the mid- 
dle, over the last decade, depending on Iran’s financial health and 
its subjection to intentional sanctions, as a result of its nuclear pro- 
gram. 

I think, here, the zone of danger comes from us having less abil- 
ity to discern exactly how strong Hezbollah is and what it is doing. 
As successive commanders of U.S. Southern Command have said, 
before the House Armed Services Committee, for example, the pos- 
ture of SOUTHCOM, the ability of Southern Command to really 
see into South America and Central America to understand what 
these external actors, like Hezbollah, are doing, has actually dimin- 
ished over time, as budgets have constricted. 

That creates a possibility that Hezbollah and, by extension, Iran, 
has the potential to grow exponentially, without being watched, 
without being seen by the U.S. intelligence community, by the U.S. 
military. That creates a potential for, I think, a very dangerous 
synergy with local radicals, with local criminal organizations, that 
isn’t really being adequately addressed. That would be the place 
that I would start, if I was to begin focusing on Hezbollah’s global 
activities. 

Hezbollah has entrenched itself south of our border, over the last 
3 decades. It has carried out terrorist attacks south of our border, 
over the last 3 decades. It has begun, increasingly, to reach north- 
ward including into the U.S. homeland from there. 

That may be, for our intents and purposes, that may be the most 
functional place to start, if we think about addressing Hezbollah 
globally. 

Mr. King. Mr. Kahn. 

Mr. Kahn. I concur with Mr. Berman, and, to which I would also 
add, I think there is, of course, I don’t think, any realistic way to 
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simply wipe out Hezbollah. But I think it goes back to the point 
that I discussed earlier, which is that, you know, I think if we have 
to — if we want to weaken Hezbollah, we have to weaken its patron. 

In the end, if Iran possesses the ability to continue sponsoring 
Hezbollah, then I think we can only continue to expect that it will 
grow, and its power will remain as is. So, in the end, if — if our goal 
is to reduce the influence of Hezbollah, we really have to focus on 
reducing the ability of Iran to keep it in power. I think that really 
has to be our focus, if our goal is to reduce Hezbollah’s influence. 

Mr. King. Let me thank all the witnesses. If anyone has any- 
thing to add, they certainly can. But I want to thank you for your 
testimony here today. You have certainly taken a very complex sit- 
uation and applied a level of coherence to it that we haven’t had 
before. 

So I want to thank you for that, and just want to state for the 
record that the Members of this subcommittee may have additional 
questions for the witnesses. We would ask you to respond to those 
in writing. Any of the Members, especially those who were not 
here, and pursuant to committee rule 7(e), the hearing record will 
be held open for 10 days. 

Without objection, the subcommittee stands adjourned. 

[Whereupon, at 11:17 a.m., the subcommittee was adjourned.] 
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